CHAPTER 32					             Pocomoke City Police Department Policy
EVIDENCE COLLECTION
		
	Collection, proper documentation, preservation and submission of physical evidence to forensic laboratories may provide key ingredients of any investigation. The crime scene is usually the starting point of a criminal investigation. Through evidence located at the scene, suspects are developed or eliminated, investigative leads are established, and theories concerning the crime are substantiated or disapproved. The officer or Crime Scene Technician will be prepared to collect, identify and package the evidence so that it will not be changed in form and value when it reaches the Property Unit. Maintenance of the chain of custody of the evidence in order to ensure that it is presented to the court professionally and in compliance with the law is of paramount importance.

32.1	General

	Physical evidence includes anything, which is found at the crime scene, which tends to assist in 	determining the truth of a matter or provides proof of a fact. This includes anything left at the 	scene by the suspect, or any instrument used to commit the crime. The proper collection, 	preservation and documentation of physical evidence found at the crime scene often are the 		deciding factors when a criminal case is brought before a judge and jury. It is imperative, 	therefore, that officers and Crime Scene Technicians exercise proper care and follow procedures 	during the processing of crime scenes in order to avoid changing the evidence in any way and to 	prevent the contamination or destruction of items of evidence.

32.1.1	Responsibilities

	A.	 First officer responding to a crime scene will:
		1.	 Respond to the scene promptly and safely;
	
		2.	Protect the scene to prevent the destruction or contamination of evidence;

			a.	The first officer on the scene will establish a perimeter around the scene 					and direct assisting officers to help secure the scene.

			b. 	Crime scenes may be secured by officers, barriers (barricades, rope, or 					barrier tape), signs used to control access, or other law enforcement 					officers.

			c. 	The first officer will be aware and note specifics about the scene upon 					his/her arrival (body positions, location of evidence, lights on or off, 					etc.).

		3. 	Ensure the scene is secured until the Crime Scene Technician arrives;

		4. 	Conduct crime scene processing if the Crime Scene Technician is not utilized, 				and;

		5. 	Document observations and findings in the original Offense/Incident Report.

	B. 	Shift Supervisor

		When the services of a Crime Scene Technician are required it will be the responsibility 			of the Shift Supervisor to ensure notification is made to the Maryland State Police.

	C. 	Criminal Investigations Division (CID) Investigator(s)

		If an investigator from the CID responds, that individual will assume the investigation.

32.1.2	Crime Scene Technician

	A. 	Crime Scene Technicians are available on a twenty-four hour (24) basis to process a 			crime scene, through the Maryland State Police. 

	B. 	While at the crime scene, the Crime Scene Technician will be in charge of the evidence 			collection process.

	Equipment

	A. 	Officers are issued the necessary equipment to process most crime scenes to include at 			minimum:

		1. Various size evidence bags
		2. Fingerprint kit
		3. Disposable gloves
		4. Crime scene tape
		
	B. 	Employees are required to keep equipment in proper working order and to ensure 			supplies are well-stocked.

32.1.3	Photographing the Scene

	A.	 Overall photographs will be taken at the end of the preliminary scene survey before 			anything is disturbed, if possible.

	B. 	Photograph the scene from all angles as it is found.

	C. 	Locate and mark physical evidence, then photograph the scene again.

	D. 	Photograph each piece of individual evidence as it is collected.

	E.	The Crime Scene Technician or officer taking the photographs will submit the 				photographic evidence via Property Record Form which will include the following 			information:

		1. Location where photographs were taken;
		2. Date and time photographs were taken;
		3. Case Number;
		4. Identity of photographer (if other than the submitting person);
		5. Type of case/complaint.

	F.	 Procedures for photographs are the same regardless of format.
	
		Digital cameras are available to officers to use while on patrol.  Officers can use the 			cameras to take photographs of evidence or of property damage.  By the end of the 			officer’s shift they will load these photographs into the photograph computer in the 			Officer’s Room.  Next to the photograph computer are directions for loading the 				photographs into the computer for safekeeping.
	 	
32.1.4	Crime Scene Sketches
		
	Detailed crime scene sketches normally are prepared only in major crimes. Minimum detail to be 	contained in the sketch includes, but is not limited to:

	A. 	Time and date of preparation
	B. 	Location of offense
	C. 	Location of items of evidence at the scene
	D.	 Locations and names of witnesses, victims, and suspects, if applicable
	E.	 Relationship of crime scene to other rooms, buildings, or roads
	F. 	Name of person preparing sketch
	G. 	Direction of north
	H. 	What lights were on/off
	I. 	What windows were open
	J. 	Radio/television, on/off
	K.	 Any other information which is pertinent to the case or which may be needed for a 			detailed drawing at a later date
	L. 	Overall measurements.

		1. 	The obtaining of wall, room, and building measurements is one of the last 				operations to be performed in the processing of the crime scene.
		2. 	The overall measurements are vital in the production of the final crime scene 				sketch, but must be obtained last so as not to damage or destroy items of 					evidence.
		3. 	Take measurements by use of triangulation or coordinate method so that later one 			can exactly place the item of evidence at the scene.


32.1.5	Collecting Evidence

	A. 	Evidence collection will be performed in a logical manner and in accordance with agency 		policies and methods taught in training.

	B. 	Evidence and property will be packaged, marked, and submitted in accordance with 			policy. 
	C. 	Fingerprinting

		All non-moveable items at a scene should be processed using the agency supplied 			fingerprint kit. Small transportable items may be collected and submitted to the Crime 			Lab for processing if they are unable to be processed at the scene.

	D.	 Collection of DNA Evidence

		DNA (deoxyribonucleic acid) casework involves both cases in which a suspect has been 			arrested and is being prosecuted as well as cases in which there is no suspect. A DNA 			match is a major factor in solving cases where the identity of the offender is not known. 			If a case arises in which there is no suspect, the evidence will still be submitted so a 			profile can be obtained and entered into the CODIS (Combined DNA Index System) 			database. CODIS enables federal, state, and local crime labs to exchange and compare 			DNA profiles electronically, thereby linking crimes to each other and to convicted 			offenders.

		1. 	First Responders Responsibilities and Precautions

			a. 	All members of the agency are to treat all samples and possible samples 					of DNA as infectious.
			b. 	Disposable gloves will be worn when preserving DNA evidence or 					possible DNA evidence.
			c. 	Primary Unit(s) on a scene must inform the responding Crime Scene 					Technician(s) (CST) of any obvious DNA samples upon their arrival at 					the scene.

		2. 	Collection, Storage, Submission and Transportation of DNA Evidence

			a. 	A crime scene technician of the Maryland State Police will be primarily 					responsible for the collection of DNA evidence from crime scenes.
			b. 	Further DNA collection, preservation, and transportation procedures are 					detailed in the Crime Lab Standard Operating Procedure.
			c. 	All requests for DNA analysis will be coordinated through the crime lab.  				The crime scene tech assigned to a case having sources of potential DNA 				will collect this evidence and package it to be sent to the Maryland State 					Police Crime Lab for further examination.	
			d. 	MSP form 67 and MSP transmittals will be completed by the assigned 					CST. DNA evidence will be submitted for analysis in coordination with 					the property unit. DNA examination results will be returned to the crime 					lab and copies will be distributed to the records section and the 						investigating officer.
			e. 	Criteria for DNA submissions are often based on known facts such as 					knowing for certain a suspect has handled an item of evidence. This can 					often be ascertained through video surveillance, victim or witness 					information or items left by a suspect at a crime scene. Known DNA 					standards (samples) from a suspect(s) and or an elimination standard 					from a victim(s) may also be required. 

	E. 	Seizure of Computer Equipment

		Computer equipment can be severely damaged or data lost due to improper shutdown 			procedures; therefore, members collecting computers or computer related equipment, as 			evidence will adhere to the following procedures:

		1. 	Computer equipment that is in operation should be shutdown properly before 				unplugging and removing from the crime scene. Some computers can be pre-				programmed to destroy data if proper procedures are not followed.

		2.	 Only personnel skilled in computer operations should attempt to restart 					computer equipment that is already shutdown.

			The Maryland State Police Computer Crimes Unit may also be contacted 				through CID to provide instruction or guidance whenever computer 					related equipment is being collected as part of an investigation.

		3. 	All equipment should be handled with care when being transported and must be 				properly stored. Computer hardware and software may be damaged when 				exposed to extreme temperatures.

			a. 	Main Computer Unit - If placing in a vehicle, place upright where it will 					not receive serious physical shocks. Transport on the floor rather than on 					the seat. The seat may cause excessive vibration or bouncing. Keep away 				from magnetic sources (loudspeakers, heated seats and windows, police 					radios, etc.)
			b. 	Monitors - Transport screen down on rear seat, belted in.
			c.	 Hard Disks and Circuit Boards - Protect from magnetic fields, package 					in anti-static or heavy paper bags. 					
			d.	 Compact Disks, CDRs, and CD/RWs - Protect from extremes of heat 					and cold, do not fold or bend, do not place labels directly on disks, 					prevent scratching.
			e. 	Other Considerations

				Preserve the equipment for fingerprint examination, if applicable. Do not 				use aluminum fingerprint powders, as these can conduct high voltages to 					the outside of the equipment.

				Store computers and computer equipment in normal humidity and 					temperature conditions. Do not store in conditions of excessive heat, 					cold, dampness or humidity.

		4.	 What to seize?

			a. 	For reconstruction of the computer system:

				(1)	 main unit (usually the box to which the monitor and keyboard 						are attached), unless computer is a "laptop";
				(2)	 monitor;
				(3) 	keyboard and mouse;
				(4) 	all power cables;
				(5) 	power supply units;
				(6)	 hard drives not fitted inside the computer;
				(7)	 dongles (small connectors plugged into the back of the machine, 					usually in the socket marked PRINTER or LPT1;
				(8)	 modems (some contain telephone numbers);
				(9) 	external drives and other external devices; and
				(10)	 printers

			b. 	For retrieval of evidence:

				(1) 	floppy discs;
				(2)	 DAT tapes;
				(3)	 CDs, CDRs, CD/RWs;
				(4)	 hard drives not connected to the computer; and
				(5) 	PCMCIA cards

			c. 	To assist in the examination of the equipment:

				(1)	 manuals of computer and software;
				(2)	 paper documents from computer area with passwords, etc. 						written on them;
				(3) 	circuit boards; and
				(4) 	keys

		5. 	Computer equipment will be packaged, labeled, and submitted in accordance 				with policy.

		6. 	Computers and equipment to be transferred to the Maryland State Police Crime 				Lab/Computer Crimes Unit for analysis will be packaged by the crime scene 				technicians from the Maryland State Police with the coordination of the 					investigating officer in accordance with procedures described in the Maryland 				State Police "Guidelines for Submitting Physical Evidence" Manual, and 					submitted to MSP with a completed Maryland State Police "Request for 					Laboratory Examination" (MSP Form #67)

		7. 	Collection Procedures

			a. 	Secure and take control of area containing the equipment.

			b. 	Call for assistance/expertise if necessary.

			c. 	If target computer is a business computer linked to a network server or is 					otherwise a networked computer, secure the scene and consult a 						specialist.

			d. 	Photograph the computer "set-up" to include front, back, and surrounding 				area.

			e. 	Ascertain if computer is on or off.

				If computer is off, unplug the power cord from the back of the computer. 					If computer is a laptop, unplug power cord from the unit and remove 					battery (do not return it or store in laptop).

				If computer is on, check for remote connectivity. Disconnect from back 					of computer. Unplug power to router or modem. (Do not disconnect 					power to computer yet)

			f. 	Ascertain if anything is displayed on the monitor. If yes, photograph 					anything displayed on the monitor.

			g. 	Ascertain if a potentially destructive program is running. Whether yes or 					no, proceed with next step.

			h. 	Unplug the power cord from the back of the computer.

			i. 	Sketch layout of the system.

			j. 	Diagram and label all cords and ports, matching cords to ports. For ports 					with no cords, mark as such.

			k. 	Continue photographing as necessary to document computer "set-up".

			l. 	Photograph after all labeling has been completed.

			m. 	Disconnect all connection cables.

			n. 	Record all serial numbers for each component.

			o. 	Package components, routers, modem.

			p. 	Package all disks, drives, etc.

			q. 	Collect all instruction manuals, documentation, notepads, and notes.

			r. 	Collect and package additional storage media and peripheral devices 					(cell phones, PDAs, or anything else which might be used to conceal 					passwords)

			s. 	Carefully search area for clandestine areas of concealment for passwords. 				(i.e. under desks, chairs, table; in drawers, under keyboard, etc.)

			t. 	Ask owner/user for passwords.

			u.	 Transport and securely store the evidence.

		G. 	During the course of an investigation, the officer may be required to obtain 				evidence from different types of records, to include, but not limited to, health 				records, bank records, employment records, etc. These records can be obtained 				using an Administrative Subpoena issued by the State's Attorney's Office. The 				officer will need to provide, at a minimum, the following information:

			1. 	Name and address of the custodian of the records.

			2. 	The description, with as much detail as possible, of the records sought, to 				include the name of the individual whose records you are seeking, any 					account numbers for the records or date and times of admission to the 					hospital.

			3. 	The time frame to respond to the subpoena and to whose custody they 					are to be released (usually the investigating officer).

			4. 	The criminal complaint number.

			5. 	Any other information as required by the State's Attorney's Office.

			Note: Officers are reminded that the Health Insurance Portability and 					Accountability Act (HIPAA) applies to all disclosures of "protected health 				information" and that officers should seek the guidance of the State's Attorney's 				Office and the Code of Federal Regulations Parts 160 and 164, to ensure that 				their request falls within the exceptions for Law Enforcement Access.

32.1.6	Recovered Vehicles

	A. 	If a stolen vehicle, a vehicle used without the authority of the owner, or a vehicle used in 			connection with a criminal offense is recovered, the investigating officer will:

		1. 	If necessary and feasible, arrange for the vehicle to be processed at the scene for 				evidence.
		2. 	If there is no reason for holding the vehicle, release the vehicle to an authorized 				person.
		3.	Be sure to document date and time in the original case report when the owner 				was notified the vehicle was to be released.
		4. 	If the owner of the vehicle is not available, and there is no reason for holding the 				vehicle, request the nearest approved tow service for removal and storage.

	B. 	If the vehicle must be retained as evidence or for further processing, it is removed to the 			Pocomoke City Police Department for indoor processing, and kept secure at that location 			until such time as it is no longer needed as evidence.  Prior approval for such removal 			will be approved by the investigating officer. 

		1.	 Whenever possible, a vehicle to be retained as evidence or for further processing 			is driven from its place of recovery to the vehicle compound by the investigating 				officer to provide for the proper safeguarding and chain of custody of evidence.

		2. 	When it is not possible to drive the vehicle from its place of recovery to the 				vehicle compound, the investigating officer will arrange for such removal by a 				dispatched tow vehicle. The officer will secure the vehicle prior to towing and 				follow the vehicle as it is being towed to its destination to provide for the proper 				safeguarding and chain of custody of evidence.

		3. 	When a vehicle is being towed to the vehicle compound to be retained as 					evidence or for further processing, the investigating officer remains in 					constructive custody of the vehicle. In addition, the tow truck operator will be 				advised the agency will assume the towing cost upon submission of an 					invoice, in triplicate.

		4.	Recovered vehicles are to be towed and vehicle inventories must be done in 				accordance with the Vehicle Towing Policy.

32.1.7	Request for Crime Lab Examination

	A. 	Responsibility for requesting lab examination:

		1. 	Under normal circumstances, the officer/Crime Scene Technician who actually 				processed the scene and took custody of the evidence is responsible for the 				submission and request for lab exam.

		2. 	If more than one officer/Crime Scene Technician processed the scene, one will 				take custody of all evidence collected and be responsible for the submission of 				same to the forensic laboratory for analysis.

	B. 	When an officer/Crime Scene Technician investigating an incident recovers evidence 			which requires processing or examination, that officer/Crime Scene Technician will:

		1. 	Complete a Maryland State Police 67 Form for the property record.  Check the 				appropriate block on the MSP 67 Form indicating the type of examination being 				requested.
		2.	 Mark, package and submit evidence in accordance with the Policy.
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32.1.8	Required Reports

	The officer or Crime Scene Technician investigating an incident will submit the appropriate 	report(s) as required by Policy.

	A. 	The report(s) will document the elements of the crime scene to include:

		1. 	the Complaint Control Number and/or Crime Lab Report Number;
		2. 	the date and time the Crime Scene Technician arrived on the scene;
		3. 	location of the crime;
		4. 	the names and addresses of victims, witnesses, and suspects (if known);
		5. 	a listing and location of recovered evidence;

			a.	 the number of photographs; and
			b. 	whether or not measurements were taken.

	B. 	A crime scene log will be completed under the following conditions when a crime scene 			has been established and the CID detective(s) are responding.

		1. 	The first officer on the scene will complete the log until otherwise directed by a 				supervisor.

		2. 	The officer assigned to complete the log will not allow any persons or 					employees, regardless of position or rank, to enter the crime scene without 				approval of the detective/officer in command of the investigation.

		3. 	Completed logs will be attached to the Offense/Incident Report.

32.1.9	Training

	A. 	Newly hired officers receive training in crime and accident scene processing. Such 			training is mandated by the Maryland Police Training and Standards Commissions 			(MPTSC) and is taught by all certified police academies in the State. The training 			includes, but is not limited to:

		1. 	Rules of evidence
		2. 	Identification of evidence
		3. 	Crime scene searches
		4. 	Preliminary investigations
		5. 	Collection and preservation of evidence
		6. 	Chain of custody
		7. 	Traffic accident scene management and investigation
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