CHAPTER 34					Pocomoke City Police Department Policy
COMMUNICATIONS

		
34.1	Communications Function/Communications Procedures
	The Communications function of the department is incorporated with the Administration 	Division.  The department’s communication function is not shared or provided by a multi-	jurisdictional entity.  “Police Communications Operator” (PCO) will be the term used 	for the dispatcher, or persons operating the communications equipment.  The PCO must 	know the capabilities and limitations of the communications system that he or she is 	authorized to operate.  The PCO must be familiar with the organization of the agency so as 	to be able to route communication traffic properly, and be knowledgeable of the equipment 	and resources available to this agency.  The PCO must be familiar with the applicable rules 	and regulations of the Federal Communications Commission (FCC).  He or she has the 	authority to dispatch cars to calls and control officers in and out of service.  Certain police 	emergencies, which will be defined, will be directed by the squad commander or in his 	absence, a squad supervisor.  
	If you have not previously used In-Synch RMS, you will be instructed on this method of 	public safety dispatching.  You can’t break the computer by pressing the wrong button.  If 	you do make a mistake, it can be fixed.  The RMS system affords all terminal users quick 	access to a countless number of computer listed files.  Users can query the status of all 	calls from any terminal in the system.  One can also view and/or print out a history of any 	incident.  The search function within RMS is a vital tool for data entry and retrieval.  RMS 	requires users to search the database for existing records prior to creating new entries.  This 	search function reduces the possibility of duplicate data populating the database.
	The term “call-taker/Dispatcher” (PCO) refers to the individual who receives the call from 	the reporting party, extracting thorough and accurate information for the proper allocation 	of resources.  The PCO by use of the police radio, allocates departmental resources 	predicated on the information received from the call or field personnel.  Your role as a 	public safety dispatcher in the communications division is the vital link between the public 	we serve and our field services personnel.  It takes a special kind of person to be able to 	perform the jobs of call taking and dispatching accurately and responsibly.
	Your job requires a positive demeanor, which will assist you to consistently function under 	pressure.  Dexterity is needed to operate the various computers located at the 	communications console.  The ability to make quick decisions and take the necessary 	actions to follow through on an incident is critical.  A prime requirement is the ability to 	quickly comprehend what is read or heard, process that information, make quick and 	accurate decisions, and verbally relay that information in a clear and concise manner.
	The telephone is the most available, and therefore the most important, means of access the 	citizen has of obtaining the services of a public safety department.  It is the primary link 	between them and the help they need.  When you answer the telephone, you are about to 	meet someone and engage in a conversation as important as a face-to-face contact.  The 	call-taker/dispatcher is the voice of the law enforcement agency.  In the eyes of the public 	they are the link between someone who needs help and the public safety officers who can 	supply the needed assistance.  The impression made on each caller will have a direct 	impact on the overall effectiveness of the department.  As a member of the 	communications division, you are part of a total public safety service team.  You will be 	providing vital support functions while working toward the larger goals and objectives of 	the department.  Upon accepting the responsibilities and challenges of the position, you 	will experience a level of personal satisfaction and achievement seldom encountered in a 	routine work environment.  You have the right, and should take pride in a job well done.
34.1.1	Use of the Training Manual
	The communications training program is carefully planned and structured in such a way 	the new employee is exposed to a span of public safety communications experience as 	much as possible during the training period.  This training manual has been designed so 	that information is in small chapters, or phases, that coincide with the actual dispatch 	position.  Several persons can become involved in your training without duplication or 	gaps, ensuring standardization of the training process.  It also provides a standard by which 	trainees can be measured as they progress through the program.  The training manual is to 	be used in conjunction with the training Guide.  As the information in the training manual 	is completed, the training officer and the trainee will sign off the corresponding section(s) 	of the training guide.  At the completion of your training, the training guide will be placed 	in your training file in the office of Administration.  The training manual is yours to keep 	for future reference.  Each chapter contains information pertinent to the listed topic.  Only 	after completion of the training manual, will you be considered competent in that specific 	topic.  Remember, you hold the key to your success – be alert and assertive.  Actively 	participate in the process.  Ask questions.  As the trainee it is your responsibility to solicit 	further clarification from the trainer on any materials or procedures contained in this 	manual, or given verbally during the training process, which you may not fully understand.  	It is the responsibility of the trainee, while on duty, to possess and maintain this training 	manual at all times during the training period and to present it for inspection upon the 	request of any authorized trainer or supervisor.
34.1.2	Your Training Program
	Your training officer is the first person you should contact for questions and/or direction.  	They have been specially chosen for their knowledge and experience.  Although your 	trainer has a responsibility to teach, the ultimate responsibility to learn will be yours.  To 	be successful, you must make a commitment to learning that may seem uncommonly 	intense for the first few weeks.  The training program has been designed to maximize your 	exposure to the information, tasks, and equipment you will be expected to master.  Your 	training officer will train you on a one-on-one basis.  The field training for the  
             communications officer / dispatcher will consist of a total of 180 hours. Once this initial  
             training has been completed; the Administrative Lieutenant will make a decision based on 
             your ability to multi-task and the review of your field training as to whether you have  
 successfully completed the required training. Should you be unable to successful complete the required field training at the end of the allotted 180 hours’ time frame, your employment is subject to termination at that time. Previous experience has demonstrated you should be comfortably able to assume a shift, with 	minimal supervision, after you have completed the training program.  The purpose of the training program is to assist you to become a consistently competent employee.
	Initially, you will undergo a brief orientation.  The essentials of dispatching are best 	learned through hands-on experience.  As you progress through the various phases of 	training, you will begin to perform more of the actual work, while the trainer assumes more 	of a coaching role.  Once trained you will be part of a professional and knowledgeable  
              team that is the vital link between the Pocomoke City Police Department and the public  
             they serve.
34.1.3	Performance Standards
	Performance standards are an important aspect of the training process.  Your overall 	evaluation as a PCO will include areas that directly relate to standards of performance.  	These standards are vital to effective and efficient operations within the police department.
	Performance – the trainee is able to express her/himself clearly, both verbally and in 	writing.  They show initiative and retain information.  They have the ability to adapt to 	new situations and make sound decisions, even under stress.  The trainee is able to 	comprehend and retain information received.  They will be able to transmit information via 	the radio in a clear, understandable and professional manner, maintaining officer safety as 	the highest priority.
	Interpersonal Skills – the trainee exhibits good customer service skills, relating to others 	with professionalism, courtesy and empathy.  They tactfully control conversations.  They 	are positive and cooperative, with respect shown to supervision, co-workers and the public.
	Job Knowledge – the trainee uses the policies, knowledge and information presented with 	applied common sense.  They know how and where to access information from written 	references.  The trainee utilizes references independently and has a good working 	knowledge of the communications equipment.
	Job Readiness – the trainee reports to work promptly.  They maintain their health and 	minimize sick time usage.  They accept responsibility to perform and complete the duties 	assigned, and are available for overtime or extra shifts when necessary.  The trainee has the 	willingness to accept all work assigned and perform the menial as well as the more 	challenging functions in an equally efficient manner.
34.2	Pocomoke City Police Department
	Civilian personnel will be deployed throughout the department to perform a variety of 	functions as directed by the Command Staff.  The mission of Pocomoke City Police 	Department is to provide police 	and environmental safety to the Pocomoke City 	community.  The Department recognizes that specific programs aimed at encouraging 	community participation will be most successful when fostered within a climate of mutual 	community trust.  This is most likely to occur as a result of frequent, free, and open contact 	among Department members, the public at large and community representatives.
34.2.1	Goals
	Provide for the protection of persons and property against criminal acts, conduct 	investigations, and provide a wide range of public services.  Promote personal, 	occupational and environmental safety through awareness and prevention efforts.  Provide 	programs and services that purposefully respond to current and emerging safety needs of 	the community.  Foster specific programs which encourage dialogue between the 	Department and citizens, representatives of the community, and interested groups.  	Realizing that immediate law enforcement needs come first, encourage the expansion of 	individual Departmental member’s interpersonal contacts within the community and 	among its diverse elements.
34.2.2	Statement of Services
	Police operations functions to serve and respond to the needs of a diverse community with 	fairness and mutual respect in a spirit of caring for the community, recognizing the special 	responsibility we have toward victims of crime and those who are injured.  Police services 	provides the following services:
Crime Prevention information programs and service to systematically detour, deny, and detect criminal opportunity.
A.	Round-the-Clock response to emergency and non-emergency situations relating to 	the safety and security of people and property of Pocomoke City.
B.	Documentation of criminal activity and certain defined noncriminal incidents as 	required by law and administrative policy, and follow-up where deemed 	worthwhile or necessary.
C.	Preventive and directed uniform patrol by vehicle or foot to lessen criminal activity 	and to assist people generally.
D.	Making arrests, collecting evidence, writing citations or tickets, providing 	information for prosecution and testifying in court.
34.2.3	Major Emergency
	This category is defined by extraordinary events which demand police presence to maintain 	order, or police expertise to investigate and coordinate.  Some of the situations which call 	for police response in this area include, but not limited to, political or issue related 	demonstrations, hazardous material spills, fires, floods, suicides, homicides, or a series of 	unsolved serious crimes.
A.	Participation in the development and testing of plans designed to preserve life and 	property in the event of a major emergency or disaster;
B.	Provide communications equipment, support systems and technical skills to assist 	in the coordination of the various agencies involved;
C.	Provide systems for access to a variety of resources, including equipment and 	personnel by call-out procedures, depending on the needs of the emergency;
D.	Investigative follow-up to define the criminal or noncriminal nature of an incident 	and to arrive at conclusions as to the cause;

E.	Maintenance of order through crowd and traffic control in situations where         
      	threatened by demonstrations or disrupted by accidental or natural disaster.
34.2.4	Advisory
	The Pocomoke City Police Department serves to keep the public informed of matters of 	joint concern that are threats to the Pocomoke City community.  Offer instruction through 	classes or meetings in crime/safety trends and suggested actions which may tend to reduce 	or prevent specific crimes/incidents, such as sex assaults and burglaries.  Routinely supply 	the media with information within the legal right of the public to possess and, in the event 	of special circumstances, inform the community of conditions and hazards.  Develop and 	offer statistics concerning crimes and safety incidents affecting decisions relating to 	criminal activity and administrative policy. 
34.2.5	Special Events
	A special event is a planned or sanctioned function in which the police become involved at 	the request of the sponsor or on their own initiative to promote safety and order during the 	event.  Examples of special events include concerts, parties, athletic events, occasionally 	V.I.P.’s or controversial speakers and any other activities that police presence is requested 	or needed.
A.	Participate in the planning of large, complex events and assume responsibility for 	providing adequate police and security staffing;
B.	Deployment of police for purposes of crowd and traffic control;
C.	Upon approved request, assign officers to money guard, money escort and 	peacekeeping duties;
D.	Collect background information where applicable and coordinate with other law 	enforcement agencies to ensure the safety of V.I.P. visitors or controversial 	personalities.
34.2.6	The Communications Center
	The Pocomoke City Police Department Communication Center is staffed 24 hours a day, 7 	days a week by PCO’s.  It is the central hub of all police calls for service.  PCO’s maintain 	constant contact with officers and any other field units.  The communication center is 	charged with providing excellent customer service to our community, outside community 	contacts, those within our agency, and between our agency and outside agencies.  PCO’s 	are expected to handle multiple tasks at the same time.  PCO’s have access to a great deal 	of confidential information such as criminal activities, arrests, surveillances, criminal 	histories and investigations.  This information is not to be shared with the public.
	The communications center monitors the radio activity of the police department.  	Worcester Central and/or MSP may make requests either by radio or telephone for our 	departments’ assistance in handling calls or for man power.  All communications will be 	made by the PCO on duty, or whenever necessary, the on-duty supervisor/commander.  No 	officer of any rank will interfere with the dispatching of calls. The entrance door to the  
             communications center is to be closed and secured at all times. No unauthorized personnel 
             is to be permitted to entered this restricted area.
1.	If a commander has a request or wants an officer, he will not break into a radio 	broadcast.  He will relay his message to the unit through the PCO.  The only 	exception to this rule is if an emergency or unusual occurrence exists.  In that 	event, the commander will direct the police operation.  But, in no event will he 	interfere with the normal operation of communications.  In summary, all 	communications will be handled by the PCO, under the supervision of the 	commander on-duty.
	All calls for service and traffic stops must be entered into the computer system (RMS).  	The PCO will dispatch an officer to all calls for service.  Any questions regarding the call 	will be directed to the on-duty commander.  PCO’s are responsible for monitoring all 	operational frequencies.  PCO’s are considered essential personnel.  During a city office 	emergency (closing for inclement weather, holidays, etc.), PCO’s are required to report for 	duty.  PCO’s are not permitted to leave the communications center unless sufficient staff is 	available.
34.2.7	Accountability
A.	Arriving Late – the dispatcher must notify the communication center if arriving 	late is unavoidable.  All late arrivals will be documented.  Be ready to take over 	dispatch by no later than 10 minutes to the hour before your shift begins (i.e. 	0650, 1850). This means you are ready to sit down and take over the radio 	and not 	putting away or getting things in order.
B.  	Calling out Sick – the dispatcher must contact the communications center and 	communications supervisor a minimum of 4 hours before scheduled shift if calling 	off sick.  The 4-hour notice provides adequate time to locate a replacement.
C.  	Cleanliness – it is the responsibility of each dispatcher to clean up after 	themselves.  Cleaning supplies are available in the station at various locations or in 	storage room.  It shall be the responsibility of each PCO to maintain the 	communication center in a clean manner and to report to the duty commander any 	deficiencies found.  Also, if you cook in the kitchen, you are responsible for 	cleaning up your own mess.
D.  	Personal Calls – the dedicated telephone line may be used for personal calls. All 
              personal calls should be brief.  Long distance personal calls are not allowed.  
              Personal long-distance phone calls charged to the department may be cause for 
              disciplinary action or termination.
34.2.8	Beginning and End of Shift Duties:
A.	Obtain pass-on information from the previous shift.  This may include calls for 	service in progress, pending messages, locations and dispositions of officers and 	other employees and anything relevant to the shift.
B. 	 Log on to all pertinent programs and websites.
C.  	Check email this department uses email to communicate.  Also check the 	Communications email account.  You will obtain an email account, keep the 	program running throughout your shift or log in and check periodically. 
D.  	Check the fax machine, make sure it is working and there is plenty of paper loaded 	in it.
E.  	Check bulletin board for any new or updated messages that may be there.
F. 	 Read RMS cards from previous shift.
G.  	Check current weather reports, if bad weather is forecasted for this area.
34.2.9	End of Shift Duties
A.  	Clean all common work areas and remove personal items.
B.	Pass on information given to oncoming shift.
C.	Log off from programs and computers.
34.2.10	Terminology
A.	 Call Taker – a telecommunicator who processes incoming calls through the 	analyzing, prioritizing, and disseminating of information to aid in the safety of the 	public and responders.
B. 	Dispatcher/PCO – person employed by a Public Safety Agency qualified to send 	first responder and track their activities to emergency and non-emergency 	situations.
C. 	Telecommunicator – person employed by a Public Safety Agency qualified to 	answer incoming emergency telephone calls and provide for the appropriate 	emergency response either directly or through communication with the appropriate 	agency.  Includes both call takers and dispatchers.
D. 	Reporting Party – a person who is reporting a crime or other incident, such as an 	accident.
E. 	Suspect – a person thought to be responsible for a crime or offense.
F. 	Victim – a person harmed, injured, negatively impacted or killed as a result of a 	crime, accident or other event.
34.3	General Information
	The following pages are information you will need to function as a valued member of this 	team.  It includes the many codes, criminal justice material and other information that will 	help acclimate you to the police environment.  This chapter is intended to be a resource for 	you in your on-going training and not a chapter of information to be memorized verbatim.
	In order to communicate the greatest amount of information in the least amount of radio 	time, law enforcement has developed codes.  We have codes for the alphabet, codes for 	crimes and police activities, and a myriad of abbreviations and acronyms that must be 	learned to make sense of our day-to-day operations.  You are truly learning another 	language.  Don’t be discouraged at the amount you have to learn.  Some must be 	memorized, but many will be picked up just by sitting and listening.  Radio call signs 	(officer’s numbers) for the department remain semi-constant.  Sometimes they may change 	because of personnel changes. 
34.3.1	Codes
	Radio Brevity Codes are lists of short coded messages which are used in voice radio 	communications to shorten transmissions, obscure meaning from the general public and to 	provide users with a convenient dictionary of messages.
1. CODE 1 – Routine response
2. CODE 2 – Urgent, expedite but follow all traffic laws
3. CODE 3 – Emergency, respond with lights and sirens
4. SIGNAL 13 – Officer needs assistance ASAP; also used for officer down
	Caution Codes:
	A – Armed				H – Armed/Resists
	B- Dangerous				I – Dangerous/Resists
	C – Mental				J – Mental/Resists
	D – Armed/Mental			K – Suicidal/Resists
	E – Suicidal				L – Approach with Caution
	F – Armed/Suicidal			M – Assaults Police
	G – Resists Arrest			N – Drug User/Seller
	Phonetic Alphabet.  This alphabet should be memorized and practiced daily until you are 	able to think in this alphabet without having to translate.
	A – Adam	H – Henry	O – Ocean	V – Victor	
	B – Boy	I – Ida		P – Paul	W – William	
	C – Charles	J – John	Q – Queen	X – X-Ray	
	D – David	K – King	R – Robert	Y – Young	
	E – Edward	L – Lincoln	S – Sam	Z – Zebra	
	F – Frank	M – Mary	T – Tom	
	G – George	N – Nora	U – Union	
State Codes:
AL – Alabama		 KS - Kansas		NM – New Mexico	          VA – Virginia
AK - Alaska		 KY - Kentucky	             NY– New York	                       WA – Washington
AZ – Arizona		 LA - Louisiana	             NC– North Carolina                 WV – West Virginia 
AR – Arkansas   	              ME - Maine	             ND – North Dakota	           WI – Wisconsin
CA – California 	             MD - Maryland	             OH - Ohio		           WY – Wyoming
CO – Colorado	             MA - Massachusetts      OK - Oklahoma   
CT – Connecticut	             MI - Michigan	             OR – Oregon
DE – Delaware	             MN - Minnesota	PA - Pennsylvania		
DC – District of Columbia MS - Mississippi	RI – Rhode Island	
FL – Florida		MO - Missouri	             SC – South Carolina
GA – Georgia		MT - Montana		SD – South Dakota	
HI – Hawaii		NB - Nebraska		TN – Tennessee
ID – Idaho		             NV - Nevada		TX – Texas
IL – Illinois		NH – New Hampshire   UT - Utah		
IN – Indiana		NJ – New Jersey	VT - Vermont	
IA - Iowa
34.3.2	Computer Programs
	RMS effectively manages resources, responses and all dispatching activities for any and all 	events.  Efficiently managing and tracking all information in an incident including the 	responding units and their status, ensuring the officer’s safety by making information 	available such as location history.
Master Name – database to maintain individuals contacted by the Police Department, this may include officer safety and various other information.
Call Notes – this field is used to record more pertinent information for the call and/or times of arrest, notified EMS, etc.
Date/Time Reported – is when the call was received.  This time is computer generated but it can be changed if necessary.
Time Dispatched – is the time that PCO gives officer the call.  This time is computer generated but can be changed if necessary.
Time Arrived – this is the time that the officer arrives on the scene
Time Cleared – this is the time that the officer completes the activity on scene
Dispatch Location – this is where the officer needs to respond to, maybe different from the complainant’s address.
Complainant/Contact Information – this is the person who called the complaint into the department.
Responding Officer – this is the officer that is handling the call.  Also, you can add officers who assisted on the call
	Reassignment of a call can occur when an officer is already enroute to a call, or arrived on 	the scene of the call.  This is initiated when a dispatcher redirects the officer to a higher 	priority call.  In this case, if officer was already on the scene, under the call notes section 	the PCO would note the time that officer was sent to another call.  Then when officer 	returns to original call it would be noted under call notes.  If officer never arrived on the 	scene of the original call, when he does arrive the time would be noted in the time arrived 	area.
34.3.3	Release of Information
	All requests for records must be submitted to the Captain or Administrative Lieutenant. 
             The request for records 	will be completed as soon as possible, but generally fulfilled in 
             seven to ten business days.  The dispatcher may need to explain that a report taken by the

 officer must be completed and then have been finally approved by the Patrol Lieutenant prior to being released. All information that is to be released to the news media must be approved by the Chief or Captain.
CBI/CET – no information from CBI/CET will be disseminated to any non-law enforcement personnel, unless approved by the Chief or Captain.
34.3.4	Call-Taking
	The vital and specialized support role of the Public Safety Telecommunicator dictates the 	need for highly dedicated and self-motivated persons to be responsible for this critical 	position.  Professional demeanor and a strong personal desire to provide effective service 	must be the primary job goal of the men and women who provide the critical 	communications link between the needs of the community and the resources of the law 	enforcement agency.
	The job requirements of the call-taker/PCO are exacting.  There is an expectation that a 	high standard of proficiency be achieved as knowledge gained through training, on-going 	experience, and natural abilities all come together to enhance overall performance.  As the 	required level of proficiency is attained, you will earn the confidence of co-workers, field 	personnel, and supervisors.  They are aware of the contribution you make to their 	respective duties, the department’s image, and public safety.
	As a public safety call taker (PCO) handling incoming calls for service, it is your 	responsibility to screen these calls to determine their priority.  It is also your responsibility 	to convey a positive image of the department, and your position, by displaying a courteous 	and professional demeanor during all telephone contacts.  To obtain accurate and complete 	information, proper questioning and listening techniques must be utilized at all times.
	For further assistance in call taking Guide Cards are located in the communications office.  	These Guide cards will assist a police communications operator to make sure all of the 	proper questions are asked to provide the police officers responding with as much accurate 	information as possible.  These Guide Cards cover all types of complaints.  The police 	communication operators will use these Guide Cards as reference when taking calls for 	service. At no time are dispatchers / PCO’s to call officers on their cell phones to dispatch 
             a call for service. This is strictly to be done over the radio in order for the partner to know 
             the location of their partner at all times. Unless it is a high priority call, no addition calls 
             for service are to be given to the officers on-duty until they are clear of a call or traffic stop, etc.…
             
34.3.5	Liability
	Liability is the quality or state of being legally obligated; responsible.  Liability means that 	you are ultimately responsible for your actions.  Liability is related to negligence.  After 	negligence is proven in court, liability is assigned to an individual.  You and/or this agency 	can be held liable for damages that may occur as a direct result of negligent actions, 	practices or conduct.
Negligence – defined as “failure to act or perform in a particular situation as any other reasonable, prudent person would under the same or similar circumstances”.
Simple Negligence – negligent conduct that was not purposeful or due to malicious intent.
Gross Negligence – negligent action that was undertaken with malicious intent or with willful disregard for the safety of persons and/or property.
	To prove negligence, the court must determine four (4) things:
1. Duty – is the responsibility to act or perform according to an established standard of care.  The duty to act relationship begins when the call taker/PCO receives a call via the telephone or radio.
2. Breach of Duty – the court must show that there was a breach of duty.  That is, you did not perform your duty.
3. Injury/Damages – the court must prove that injury was done to the victim.  The type and amount of injury determines the amount of damages awarded to the victim.
4. Proximate Cause – a determination of causation means that the court must show that there is a relationship between the action taken by the call-taker and the injury to the victim.
	Standard of care is established by comparing other agencies of the same size and in the 		same area to determine the standard that should be used by the local community.  The four 	measures of conduct to determine standard of care are:
1. The Police Communications Operator behavior and conduct is judged in comparison to others with similar training and experience.
2. The Police Communications Operator behavior and conduct is judged in comparison to the agency’s policies and procedures manual and the call handler’s training records.
3. The Police Communications Operator behavior and conduct is judged in comparison to local and state statures, local ordinances, case law or administrative orders that address the standard of care.
4. The Police Communications Operator behavior and conduct is judged in comparison to professional standards published by organizations involved in the development of emergency service standards.
	Examples of Negligence:
1. Sending responders to the wrong location or sending the wrong units.
2. Failure to send responders.
3. Incorrect prioritization of a call.
4. Delayed dispatch due to belief that the call is not an emergency.
34.3.6	Telephone Operations
	Telephones will be answered in a prompt and courteous manner at all times.  The PCO will 
             know the basic 	operating features of each phone (answer, place on hold, transfer, etc.).  

               Answer the basic  phone lines (1600-1603) as “Pocomoke Police, PCO 
               _______________, may I help you”.  The 911 emergency line 	should be answered as
               “Pocomoke Police Emergency Line, where’s your emergency?”.
34.3.7	Professionalism and Courtesy
	Public Relations.  Do you realize you are one of the top public relations people in the 	department?  When someone calls, you are the Pocomoke City Police Department.  If you 	present a cheerful, knowledgeable and interested demeanor, their behavior toward the 	department will generally be positive.
	Identify Yourself.  In the interests of professionalism and saving time, tell the caller 	immediately, “Pocomoke Police Department, PCO__________.  The caller should never 	have to ask which agency or office they have reached.
	Answer Quickly.  No one likes to be kept waiting, especially on the phone.  Make a real 	effort to answer every call before the second ring.  The incoming call you have kept 	waiting could well be a life in danger.  Every second counts.  Remember, an emergency 	call could come in on any telephone line.  Also, a person who was kept on hold too long 	could have had a pleasant demeanor to begin with, but is now irate and difficult to handle.  
	If you have to leave a caller on hold, try to pick up the line and let them know you will be 	with them shortly.
	Legal Jargon.  Utilize plain, everyday language with the public.  They don’t understand 	legal jargon or radio codes.  Remember the last time you attempted to talk to an attorney or 	mechanic and you felt alienated or irritated because you had to continually ask them for a 	layman’s term translation?  Never attempt to educate the public in law enforcement 	terminology.  For example, don’t waste time by explaining the legal difference between a 	robbery and a burglary.  They don’t care, and you may have alienated a person who only 	wants to be a good citizen and report an incident.
	Personal Conduct.  Develop good telephone habits. You should be dignified without sounding aloof, friendly without becoming familiar, and 	sincerely interested in the caller.  Keep your conversation level in the room to a minimum as voices can be picked up on tape (and over the phone) even when you are not on the telephone.  Make personal calls outside of the communications room, when at all possible. You must always be careful not to do or say anything that may be construed as disparaging of any race, creed or class of people.  If the caller is making disparaging remarks about an ethnic group, ignore it.  Don’t fall into the trap of becoming argumentative or defensive, even if you are personally offended.  Be professional at all times, but use your sense of humor when it is appropriate.  It can help the caller get through a difficult and/or stressful time and will certainly leave you feeling better.  People respond to a smile in the voice and it may help them feel that you are genuinely interested in their problem.  Avoid unprofessional expressions.  Never appear flirtatious.  Never say anything that you would not want your supervisor to hear or would not want aired in a courtroom.  The crux of this matter is knowledge and sincerity.  The public can spot a phony, and your rapport with the caller could be gone before you realize it.
34.3.8	Communication Barriers
	You will be frequently dealing with emotional persons.  When a caller requests assistance 	from a police department, an element of emotion, in greater or lesser degree, is always 	present.  You will eventually develop your own style, but you must become proficient in 	communication properly and effectively with callers who are:
	Talking Too Fast.  When excited, most people speak far more rapidly than they do in 	normal situations.  They may talk with such speed that words run together and 	comprehension of what they are saying becomes difficult.  You probably can’t type as fast 	as they are talking.  Always use a calm, confident sounding voice.  Be compassionate, but 	not personal.  Explain to them what is taking place (i.e. sending officers) and how the 	officers will be handling the call (i.e. searching the area first before making contact, etc.).  	Avoid unnecessary questions about “details” of the crime.  If time allows, explain why it is 	necessary for you to ask the questions you are asking.  The questions are important.  Your 	choice of words and phrases can inflame or calm a situation.  Help the caller realize you 	and the responding officers will help them.
	Hostile.  Hostility is contagious.  Treat hostility with courtesy, as it is also contagious.  	With uncooperative or evasive callers, a greater attempt must be made to control the 	conversation.  If they are yelling, do not yell back.  Speak in a soft voice and they will 	normally quiet down to hear you.  Never place your personal and professional reputation in 	jeopardy by responding to profanity with profanity of your own, regardless of provocation.
	Angry.  Realize that most callers who are angry are not angry with you and have a genuine 	reason, at least to them, to be angry.  Be sympathetic.  Sometimes a good ear is all they 	need to dissipate their anger and become a good reporting party.
	Hysterical.  Calm the hysterical caller.  It is the only way you can get the information you 	need.  Explain the need for them to calm down.  Assist them in doing so by suggesting a 	couple of deep, slow breaths before they attempt to talk.
	Intoxicated.  Don’t assume that because a caller is intoxicated you have an excuse to be 	rude or discourteous.  Do not hang up on a drunken caller before evaluating their request.  	This may be the time service is truly necessary.  If, after questioning, it is determined or 	suspected the caller is inebriated, be sure to include that information in the call to advise 		the officer(s) of the caller’s condition.
	Mentally Unstable.  Mentally unbalanced callers are the most difficult type of caller.  	Listen to what is being said, and if the caller can keep one train of thought.  Evaluate these 	calls carefully.  Chronic callers can, and do, make bona fide calls for service.  Be sure to 	include your suspicions in the call.
	Limited English Skills.  The situation with a limited or non-English speaking caller may 	have to be more thoroughly probed to determine the exact nature of the situation.  	Specifically, the barrier is the difficulty to say in words what a situation is because of 	unfamiliarity, or lack of knowledge, of words necessary to effectively communicate.  Make 	a concerted effort.  Try to get a call back number.  You may find a translation service 	useful.
	Children.  If no adult is available and you must talk with a child, extract as much 	information as possible.  Treat the calls from children very seriously.  Don’t assume the 	child is simply playing on the phone.  And remember, children are very suggestible.  For 	example, if they are describing a car and you ask for a color, they may hesitate trying to 	remember and/or find the language to describe it.  If you say, “Was it red?” they may agree 	it was red just because you are the authority figure.  Do not talk down to children, but 	rather ensure your vocabulary matches the comprehension level of the child.  Calls from 	children may take more time or patience.
	Elderly.  Treat senile and/or confused caller with empathy and respect.  Take control of the 	conversation without seeming impatient or frustrated.  Even though they may be calling for 	a non-police matter, you may consider sending an officer to check on their welfare.
	Evasive Callers.  The reasons for callers to withhold information or give false information 	are as varied as the callers.  Be aware the person may be a suspect who will attempt to 	report a crime as a victim in order to cover a crime they have committed.  Callers may be 	in a situation that is civil in nature, however they hope the officers’ presence will threaten 	the other party.  The reporting party may embellish the story in an attempt to have a unit 	respond.  A caller may have a valid complaint, yet is trying to get the units to respond more 	quickly by exaggerating.  Juveniles, pranksters or persons who are upset with police will 	make false reports for harassment.
	Anonymity.  A reporting party may wish to remain anonymous by either refusing all 	information pertaining to their name, address and phone number, or by giving you the 	information and requesting that we not contact them, release the information to the 	offender or include the information in a report.  The violator may be a friend and/or 	neighbor of the reporting party and the reporting party may not want the offender 	prosecuted.  Most often the primary concern is that peace and tranquility be restored 	without undue and unnecessary legal proceedings, which could ultimately create additional 	hostility and/or future police problems.  In many instances, disclosure of the reporting 	party’s identity could lead to further complications and retaliation by the offender.  If the 	reporting party requests anonymity, and does not wish to be contacted by the officers, that 	should be noted in the call.  However, reporting party information may be placed in the 	officer’s report.  If the incident becomes an arrest, the arrestee’s attorney may request a 	copy of the report.  They will then have access to the name, address and telephone number 	of the caller.  If a caller asks if they must give their name, you must be honest and tell them 	it may not be required (depending on the incident), or that it’s for our records.
	Liars.  If you feel the caller is giving you false information, check the callback number.  	Check for contradictions in names, numbers and locations.  Ask them to repeat certain 	information later in the call.  Don’t be afraid to question the caller as to the validity of their 	information.  Listen for unusual noises or conversations in the background.
	Complaints Against Officers.  In the event a communications employee receives a 	complaint from the public regarding a police officer, transfer the call to the Patrol 	Lieutenant.
	If the Patrol Lieutenant is unavailable, transfer the call to their voicemail. Don’t take the 	complaint and do not give your opinion of the incident.
	Complaints Against Communicators.  Transfer the call to the Administrative Lieutenant.  	Again, 	don’t ask for details of the event and do not give your opinion.  If you feel you are 	going to have someone complain about you, notify your supervisor immediately.  It is 	much easier to have a rational conversation with a person making a complaint when the 	supervisor is aware of the incident.
	Requests for Home Phone Numbers.  You will not give the home address or phone number 	of any sworn officer or non-sworn civilian to anyone outside of current police personnel.  	There are no exceptions.  Make sure you know to whom you are speaking and that they are 	entitled to the information.  If a person who is not a member of this department indicates 		an emergency exists, offer to take the name and phone number of the calling party and then 	make the emergency call to the employee yourself.
34.3.9	Control the Conversation
	In order to ascertain the urgency of the problem and assist in prioritizing calls, the PCO 	must take control of the conversation.  After the initial exchange and you sense the need of 	the calling party, cut off superfluous verbiage by leading the call into meaningful context 	by asking questions.  Be courteous, but firm.  If it appears the person calling does not have 	complete information, or is getting information from someone nearby, ask to talk to the 	most knowledgeable party.  Remember you may only have seconds to obtain critical 	information for the citizens welfare and officer safety.  The caller may only have a few 	seconds to talk.  The right questions must be asked first.
	Callers may panic, become irate or hang up if you do not appear organized in your 	questioning or confidant in your work.  The PCO must receive the information as quickly 	as possible to properly deploy sufficient units.  Try to imagine how far a suspect can run or 	drive within the time it takes you to process the call?  Officers must be provided with as 	much information as possible prior to arrival.  Other citizens attempting to report 	emergencies may be forced to wait if you are wasting time with a citizen who is rambling 	or until you take control of the conversation to obtain the necessary information.
	Once the reporting party has made the decision to call, found a phone and dialed the 	correct number, they must still explain the situation to you.  The caller usually knows what 	they want to report, but they rarely know how to report it.  In emergency situations, a 	person may be under such stress that they have difficulty communicating quickly and 
	clearly.  Proper questioning and control of the conversation by the PCO can increase the 	quality and effectiveness of the information.
	For this reason, the PCO must take control of the conversation in a courteous, yet 	professional manner and ask these direct questions:
1. Callers name and call back number
2. Where did the incident occur? Remember jurisdictional boundaries.  Do not waste the time to take the call if another agency is going to handle the incident.
3. What type of incident?  You need to know this immediately to properly prioritize the call.
4. When did the incident occur?  The time element greatly impacts the priority of the call.  Quickly ascertain if the crime is in progress, just occurred, or has a longer time element.  From the above information, you should be able to determine if this is a high priority (emergency/urgent), a secondary priority, or a routine call.
34.3.10	Call Screening and Prioritization
	The purpose of screening calls for service is to sort out those calls that require an 	emergency response (lights and sirens), an immediate response, a routine response or no 	response.  Because all PCO’s are required to handle multiple incoming telephone lines and 	subjects who may come into the station, a clear understanding of the prioritization of these 	calls is vital.
	High Priority Calls – the highest priority calls are those in which physical well-being of a 	person is in jeopardy.  Examples would include injury traffic accidents, suicide attempts, 	domestic disputes, any call involving the use of weapons, including fights and robberies.  	Also included in priority calls, but to a lesser degree, are calls in which property is in 	jeopardy, i.e. burglaries, thefts or malicious damage, where the crime is in progress or 	where the crime just occurred and the suspects are still in the area.
	 The procedure for high priority calls is as follows:
1. Determine the nature of the problem.  
2. Determine the location of the problem.  It may not be within our jurisdiction to handle.  Ask the reporting party for their name and a call back number.  Confirm that where the reporting party is calling from is the same as the location where the incident occurred or not.
3. Dispatch the call immediately with the partial information and then return to the caller for further details.  Update the responding officer(s) as new information is received.
4. Ascertain if anyone is injured as soon as possible.  Keep the party on the line, if possible.  Update the responding officer(s) if there is an injury involved so that the determination to notify EMS can be made.
5. Obtain vehicle description, license plate number and State, color, make/model, body style (2 or 4 door, SUV, etc.), and year.
6. Direction of travel, whether on foot or in a vehicle, and toward what street or landmark.
7. Weapon(s) used, if any – never assume anything.  Just because no weapon was mentioned does not mean no weapon was involved.  Be sure the caller observed the weapon and didn’t just assume the suspect(s) had one because they were talking about it.  Also ascertain description of the weapon (knife, gun, baseball bat, etc.).
8. Number of suspects.  Description of suspect(s), sex, race, age, height, weight/build, hair/eye color, identifying features, clothing description.
	Secondary Priority Calls – these calls for service do not require an immediate response, 	but should be dealt with as quickly as possible.  However, a situation such as a combative 	shoplifter in custody could fall within the priority 1 classification.  All calls of this type 	must be carefully and accurately evaluated by the PCO to ensure no person is in immediate 	danger.  The procedure would be the same as a high priority call, except you need not 	dispatch officers while speaking with the reporting party and you do not need to remain on 	the phone with the reporting party.
	Routine Calls – the majority of calls received fall into this category.  They are 	informational in nature, or the time element dictates that no person or property is in 	jeopardy.  Calls in this category are handled in the order in which they are received and/or 	according to the circumstances of the individual incident.
	Questioning – by carefully questioning and listening, the PCO should be able to clearly 	identify the critical from the non-critical call for service.  Once this has been established, 	there are specific questions and information that should be obtained, other than the WHO, 	WHAT, WHERE and WHEN.  It is imperative to provide as much necessary information	to the officer as possible.
	Transferring Calls – only transfer calls when necessary.  None of us likes the proverbial 	“run around”.  In time, you will become proficient in answering many questions, but you 	will never be able to handle them all.  When it is necessary to transfer, tell the caller what 	you are going to do.  Make sure the transfer is to the proper person.  Never give the caller 	misinformation and never guess.  Rather refer them to the appropriate person and/or 	agency.  Always preannounce a transferred call unless it is going to a voice mail.
	Placing Call on Hold.  Offer patience and tolerance.  Regardless of how busy you are, the 	caller should never be treated with impatience.  Explain when it is necessary to put any 	caller on hold, such as “Hold on please, I have another line ringing”.  When you put a 	caller on hold, try not to leave the caller for more than 60 seconds.  Remember the 	information already provided and don’t make the caller start over each time you come back 	on the line.  Don’t be afraid to ask for help from others should you become overburdened 	with calls or if you have left lines on hold and are in the middle of a potentially lengthy 	phone conversation or an emergency call.  A caller should never be put on hold while you 	are on a personal call, unless it is to terminate that personal call.
	Terminating a Call.  Often a “thank you for calling” will go a long way towards building 	a positive rapport that would not exist otherwise.
34.4	Dispatching
	During this portion, you will learn the mechanics of the radio and begin to develop 		you “radio ear”.  This is where you will learn how to use the police radio codes 			correctly and accurately.  You will be relied upon heavily to assist and anticipate 			the needs of the primary dispatcher.  You will also be the primary 				telecommunications operator for the officers in the field.  In this phase, you will be 	expected to become more involved in the actual calls and take the lead when directed by 	your trainer.  You must be able to put into action the information you have received thus 	far in your training.  If you do not understand a topic area fully, ask for clarification 	from your trainer.
	Communications Network
	The radios are capable of working with any other agency in Worcester County.  This is a 	trunked radio system and consists of Talk Groups.  The system allows users automatic 	assignment to an available channel within their area of operation.  The system shares talk 	groups with a large number of users.  Any number of users can be on a talk group.  It can 	be as small as two radio users or as large as every radio in the system.  Pocomoke City 	Police Department will be occupying two talk groups.  Channel 1 (POC-LAW/POC PD) is 	our primary talk group for dispatching and is the channel which will be monitored.  	Channel 2 is an alternate channel that we can utilize.  Dispatch and/or OIC will assign 	users to a talk group for special 	activities or emergency operations.
	Hardware
	Radio communications to the Police officer is by way of an 800 MHz base unit.  The base 	unit broadcasts with a mic and by pushing the transmit button.  There is a hand held radio 	also located in the dispatch area for use by PCO’s when they are away from the console.  	Hand held radios have a duress button or emergency button (red in color) that when pushed 	will send an emergency signal to Worcester County 911 dispatch center, that will take 	precedence over other communications in progress.  The County’s console will display the 	radio sending the emergency alarm.  If Worcester is able to make contact with the officer 	and determines the officer is not in trouble and the response is acceptable, they will advise 	the officer to reset the radio.  If Worcester cannot contact the officer or are not certain the 	officer is in trouble, they will call Pocomoke City Police Department dispatch and advise 	which Pocomoke City Police Department officer has activated their duress button.  The 	PCO will immediately put POC-LAW/POC PD (10-3) status and dispatch police officers 	to the last known location of the officer in need of assistance.  The radio 	alerting the 	emergency will only receive and transmit on POC-LAW/POC PD.  The PCO will then 	contact the radio with the alarm, and ask the officer if they are OK.  The 	officer’s reply 	should only be “yes” or “no”, Worcester will only clear the emergency if a verbal OK from 	the officer is received.  Once contact has been made with the officer in need of assistance, 	and the situation has been resolved, the PCO must clear the Code 3 (10-3) from the radio to 	resume regular transmissions.
	Emergency Calls for Service
	Disturbances is any act causing annoyance, disquiet, agitation, or derangement to another, 	or interrupting his peace, or interfering with him in the pursuit of a lawful and appropriate 	occupation.  These can be anything from loud noise to fights or domestic arguments.
	Vehicle Pursuits are the chase of a suspect by officer(s) in a vehicle where the suspect(s) 	should be aware that they are being chased yet does not stop.  The officer initially provides 	dispatch and participating vehicles with the location, direction of travel, speed, suspect 	vehicle description, and grounds for the pursuit.  If the pursuit leaves the city limits, the 	officer shall immediately notify dispatch.  Pursuits will be terminated by the officer if the 	risk to life or danger to the community or officers becomes greater than the need to 	apprehend the suspects, or if a supervisor has ordered the pursuit discontinued.
	Foot Pursuits is the chase of a suspect(s) by officer(s) on foot.  The officer initially 	provides dispatch and participating officers of the location, direction of travel, suspect 	description, and if possible, the grounds for the foot pursuit.
	For Vehicle/Foot pursuits the PCO will repeat significant radio traffic during the pursuit, 	such as suspect information, speeds (for vehicle), direction of travel, etc.  The PCO will 	run NCIC queries on any vehicle/person information given.  Also, dispatch will 	immediately eliminate non-emergency radio traffic from Ch. 1, if the need arises the PCO 	can call a “(10-3)” status.  If the pursuit leaves our channel 1, the PCO will monitor the 	appropriate radio channel, via portable radio, and record all information, 	including times, 	into RMS, using the screen that was originally used before the pursuit.  If a pursuit is 	terminated, the PCO needs to record location of the Pocomoke City Police Department unit 	at time of termination.  After termination of a pursuit, the PCO will clear 	the “(10-	3)” status on channel 1.
	Panic/Burglar Alarms the main difference between a burglary and robbery call is that 	when a burglary alarm goes off it is assumed no one is in the area except the offender.  	When a robbery alarm goes off, it is assumed that an employee or bystander is being 	accosted by the offender.  Obtain all pertinent information from the calling party, such as 	location the alarm is coming from, any responder information, suspect information.  If 	calling party is witness to incident make sure to obtain their information and call back 	number.
	Non-Emergency Calls for Service
	Some of these are parking complaints, assist motorist, money escort, safety escort, and lost 	and found.  The Pocomoke City Police Department does not open locked vehicles, unless 	there is a safety issue (vehicle running, child and/or animal inside).  Animal complaints, 	provide the caller with number to animal control.  If caller states animal is aggressive, send 	an officer and contact animal control.  For dead animals contact city maintenance (public 	works) or State 	Highway.
	Calls Holding
	Police supervisors, include the lieutenants and sergeants, will be dispatched if they are the 	only officers on duty, if there is a priority one or two call and there are no other available 	officers.  If a lower priority call has been on hold for more than 20 minutes, or if the 	reporting party requests a supervisor.
	Airing Information
	Officer safety is of the utmost importance.  Radio transmissions take priority over 	phone calls and requests from office personnel.  Officers calling in must be answered 	first.  Treat all radio calls as if they were potential emergencies and downgrade as 	necessary.  Radio usage is brief, clear, professional and concise.  Efficient communications 	with field units 	incorporates the use of limited radio codes and plain speech.  PCO’s need 	to know the phonetic alphabet, call signs of field units, the codes this department uses for 	situations, and various commonly used law enforcement codes.  Before transmitting, 	compose the message to keep it clear and brief.  Base your radio transmissions on facts of 	the call.
	Lengthy transmissions, the PCO will pause throughout the transmission to give other 	officers a chance to call out emergency traffic.  The PCO needs to find an appropriate place 	during a broadcast in which to state, “Break”, pause for about three seconds, the air, 	“Continuing”, and continue with your information.
	Status checks are done to assist with officer safety, contact with units in the field must be 	maintained.  Status checks are performed frequently, at least at five-minute intervals, on 	officers during high risk situations.  These will continue until the officer clears or they 	advise that they are OK until further.
	Failure to Respond, if an officer does not respond immediately to a status check, the PCO 	will repeat the status check two more times, at two-minute intervals.  If the status checks 	continue to yield negative results, immediately dispatch a second officer to locate the non-	responding officers last known location.  If no other officer is available to respond, contact 
            Worcester Central and request they conduct a status check of the 	non-responding officer on 
            their channel.  If the officer still does not respond, dispatch will request a Worcester County
            Sheriff unit to respond to assist in locating the non-responding officer, beginning at the last
            known location.  Once contact is made, make sure all involved are OK and record all times 
            on the card.
	
             Vehicle Stops
	Vehicle stops can pose a serious threat to officer safety and need to be handled accurately 	and promptly. 
	If a hit comes back on the plate, vehicle or person, the PCO will go into airing of hits 	procedure as follows:
	PCO:  Pocomoke to 6150, secure radio
	Wait for response from officer, then transmit information.  Most important information 	during a traffic stop is the officer’s location!
	Warrants
	Prior to airing warrant/officer safety information ensure that the officer is clear (secure 	radio) and prepared to copy the information.  Pertinent warrant information is to advise the 	officer whether the warrant is a District or Circuit Court warrant.  Include the party’s name, 	date of birth, issuing agency, and original charge.  If the officer confirms they are with the 	subject, send back up and confirm the warrant.  For NCIC hits confirm with the YQ 	function.  If the warrant can be served by our agency, have the issuing agency fax copy of 	warrant.  If warrant cannot be served by our agency, have issuing agency fax a copy of the 	warrant for our records.  Make any calls necessary for the pick-up of the prisoner, or make 	calls to commissioners’ office for subject to be seen.  Perform a locate once the subject is 	at the station and in custody using the LW function.  Make sure to print copies of all paper 	work and give to the officer for the file.
	Sometimes when doing a wanted check on a person you will receive an Information Hit.  	This may include protection orders, Parole & Probation status, gang affiliation, etc.  Notify 	the officer, “Information only, no wants” and include the pertinent information from the 	hit.
	Do Not Transmit
	Do not air over Channel 1 any alarm codes or passcodes, employee information such as 	phone numbers, and any information that is of a personal nature (i.e. work schedules).  	 	Have the requesting officer call the station to get the information.
	Be on the Lookout (BOLO) or Attempt to Locate (ATL)
	Give out information that is received from other agencies or is initiated by Pocomoke City 	Police Department.  Make sure to note time and date given on the BOLO or ATL form.
34.5	Critical Incidents
	Definitions
	Active Assailant/Shooter – one or more subjects participating in a random or systematic 	incident demonstrating the intent to continuously harm others and who might be armed 	with other deadly weapons (knife, club, crossbow, explosives, etc.) while systematically or 	randomly inflicting death or serious bodily injury on people.  In addition, the subject’s 	specific objective appearing to be that of mass murder, rather than of other forcible 	felonies, such as robbery, hostage-taking, etc.
	Areas of Refuge – an area in which building occupants can seek shelter during an active 	assailant/shooter event.  A preferred area of refuge is a fortified room with a door that will 	lock.  The room should have minimal windows and be equipped with a phone and first aid 	equipment.
	Casualty Collection Point (CCP) – an area of refuge inside the Warm (Indirect Threat) 	Zone that is secured by law enforcement.  The CCP is the primary location to temporarily 	collect localized casualties from the Hot (Direct Threat) Zone.  Actions in the CCP are 	generally limited to addressing major life threats (hemorrhage control, basic airway 	management, chest trauma, etc.) rapid evaluation of casualties, and tactical evacuation of 		the injured to the Triage area for the determination of treatment and transport needs.
	Civil Disturbances – includes riots, disorders, and violence arising from dissent gatherings 	and marches, concerts, and arguments between neighbors.
	Cold (Secured) Zone – area where law enforcement personnel do not reasonably anticipate 	a significant danger or threat to the providers or patients either by geography or after the 	area has been secured by responders.  The secured nature of this area may vary throughout 	the incident depending on the dynamics of the threat.  This area should be considered an 	Indirect Threat Zone in addition to the Warm Zone with the understanding that the threat 	could reemerge at any time.  Command assets, staged non-operational personnel, and 	apparatus should be located in the cold zone.
	Concealment – an object that hides your body from observation. 
	Contact/Entry (STAR) Team – is comprised of members of WCSO.  Having long guns at 	front and rear points is ideal cover.  This team will make entry and attempt to locate and 	contain the suspect(s).
	Cover – a concealment that will stop bullets, fragments, shrapnel, etc.
	Critical Incidents – extraordinary events that place lives and property in danger and require 	the commitment and coordination of numerous resources to bring about a successful 	solution.
	Direct Threat – the law enforcement tactic at active assailant events where the first arriving 	police officers quickly advance to the perpetrator to neutralize him/her and stop the violent 	rampage.
	Disasters – a natural or man-made occurrence, which may cause or threaten to cause 	serious damage, injury, mass injury or fatalities affecting the general public.  Examples of 	disasters may include, but are not limited to floods, earthquakes, explosions, tornados, 	hurricanes and any similar event.
	Emergency Coordinator – is responsible for planning, training and executing the 	Emergency Plan.
	Emergency Management System – in the event of an emergency or a disaster that may 	occur, several community emergency agencies may respond.  Responding agencies may 	include medical, police, firefighters, and hazardous materials (HAZMAT) teams.  The 	activities of all responding agencies are coordinated through a central chain of command 	headed by one person.  Except for police emergencies, the person in command is usually 	the highest-ranking firefighter at the scene.  That person is known as the Incident Site 	Commander.  The ISC will be positioned at the Incident Site Command Center.  This is a 	location outside the area of danger where primary command, communications, and control 	are usually located.
	Emergency Operations Center – located in Snow Hill at the Circuit Court House, lower 	level.
	Evacuation – the act of a person removing themselves from the structure or from 	immediate danger.  This is based upon the person being capable of removing themselves 	without the assistance of responders.
	Explosive Device – a device capable of producing damage to property or injury/death to 	persons when intentionally or accidentally detonated or ignited and may be classified as 	incendiary or explosive.
	Extraction – the act of physically removing an occupant/casualty from the structure of 	immediate danger who cannot remove themselves.
	Hot (Direct Threat) Zone – the area directly adjacent to the threat.  In this area, the threat of 	violence is occurring or is anticipated to occur.  Personnel should be aware that the Hot 	Zone parameters are constantly subject to change depending upon the location of the threat.
	Incident Commander – responsible for directing on-scene emergency response and 	coordination.
	Incident Command System (ICS) – an effective method of organizing and coordinating 	police services, and facilitating the objective of scene management, personnel safety, 	control, as well as the systematic protection of life and property in an efficient and 	professional manner.
	National Incident Management System (NIMS) – this system is intended to provide a 	consistent nationwide approach for federal, state, and local governments to work 	effectively and efficiently together to prepare for, respond to, and recover from domestic 	incidents, regardless of cause, size, or complexity.
	Parallel Action – is a call to outside agencies and parties for assistance.  These include 	additional on-site personnel and/or outside emergency agencies.  Parallel action also refers 	to information and other resources that aid all affected parties.
	Rescue Team – this team will enter the structure with the following goals in mind; locate 	victims, extract victims to safe area, notify medical personnel, act as a contact team and 	engage suspect(s), if encountered, through control and arrest, containment, or deadly force.
	Warm (Indirect Threat) Zone – area where law enforcement has done a rapid primary 	search, but there is a potential hostile threat to persons or providers that is not direct and 	immediate.  This area can be considered stable, but not secure.  It is and environment in 	which personnel are not actively under attack by hostile forces, but yet there is a constant 	threat of engagement or reengagement with hostile forces.
	Active Shooter
	Active shooter incidents and their response pose several concerns for all facets of public 	safety.  There are numerous issues that make responding to an active shooter incident more 	complex than other armed subject calls or violent incidents.  In addition, these types of 	incidents have historically garnered extensive media coverage and public scrutiny and have 	become a pertinent threat to public safety.  It is important to remember active shooter 	incidents are dynamic in nature, each situation will be different.  PCO’s should use their 	best judgement when dealing with callers and dispatching units.  There are five (5) phases 	to the development of an active shooter incident.  These phases progress from the “fantasy” 	phase where the perpetrator dreams of carrying out the act, through the “implementation” 	phase when the act is carried out.
1. Fantasy Phase – during this phase the perpetrator fantasizes about performing the act; about the headlines the act will receive, and about the media attention.  The perpetrator may draw pictures of the event, draft writings about the act or similar acts or even post writings on the internet regarding the act.  Many times, perpetrators in this phase will discuss their desires with friends and family and possibly approach other potential accomplices they feel may wish to be “included” in the attack.
2. Planning Phase – in this phase, the perpetrator will be determining the details and logistics of the act; the “who, what, when, where and how”.  Planning may be made in writing and further discussions with others may take place.  The planning may include researching the time and location to ensure the greatest impact and most casualties or how to target specific victims.  Options regarding weapon type, access and concealment will also be studied.
3. Preparation Phase – during this phase the perpetrator will be gathering supplies to possibly include weapons, ammunition, and components for explosive devices. There may also be some prepositioning of equipment and material for the event.  It is usually during this phase that the perpetrator may begin drafting suicide or explanation notes either written or recorded.
4. Approach Phase – this phase is considered the most dangerous phase for public safety.  The perpetrator has planned the course of action, decided to act and will be enroute to the desired location with the intended weapons.  The danger in this phase for public safety is contact made with the perpetrator for reasons other than the pending active shooter incident.  A “routine” traffic stop or call of a suspicious person may require contact with the perpetrator by an unsuspecting law enforcement officer.          
5. Implementation Phase – this is the final phase of the incident and begins with the first shots fired and ends with incident resolution.
	Call Taking
	Obtain the exact location of the active threat and the caller and their information including 	a call back number, if possible.  Be as detailed and specific as possible.  Obtain a detailed 	description of the active threat including a description of the weapon, implements, or 	devices.  If they are unable to provide a description ask them what it sounded like.  Find 	out when they last heard the noise or gun fire.  Ask the caller if they heard or hear anything 	else such as explosions, the suspect yelling, alarms, etc.  Find out if they are injured or if 	anyone with them is injured.  Log the location of the injured in the RMS call notes area.  If 	the caller is in need of immediate medical attention, transfer to 911 or contact Worcester 	Central by phone/radio and advise them of injuries.
	If the caller is able to give you updated information as to the suspects whereabouts, keep 	them on the line otherwise disconnect.  If the caller is reluctant to disconnect, explain to 	them other calls are coming in that may have information as to the location of the suspect 	and you will be able to get help to them faster if we can locate the suspect.  After 	information is gathered from a caller and it is determined that he or she is out of harm’s 	way (evacuated from the building/area and safe from the threat), call taker’s may 	disconnect.  This will allow the call taker the ability to answer further reports of the 	incident, which are likely to occur.  Do not give callers advice as to whether they should 	stay inside the building or leave.  Advise callers they need to do whatever makes them feel 	safest.  If you know the threat is outside, such as a sniper, it would be acceptable to tell 	callers to stay inside the building and away from doors and windows.
	Dispatching
	Upon receipt of an active threat, announce there is a report of an active shooter, give the 	location, advise all units to respond.  The first units arriving on the scene will form the 	contact team and will immediately move towards any known suspect(s).  The primary 	focus of units arriving on scene will be to stop the threat.  They will continue past victims 	and/or an unexploded device to confront any active suspect(s).  The subsequent arriving 	units will form a command unit, set up the perimeter and form a rescue team.  After a 	command unit has been established, all assignments and radio traffic will go through that 	one person.
	Police dispatchers will give only vital information to the contact team, including accurate 	suspect descriptions and the location of the shooter.  It is important for information to be 	accurate and to keep radio traffic to a minimum.  The fire department will be dispatched to 	a safe location to stage, they will only take an active role in treating victims.  Recalling of 	off duty PCOs should be considered by the Communications Supervisor, and also any 	available off duty police officer should be recalled.  When available the PCO will notify 	area hospitals of the possibility of mass casualties and update them when patient counts are 	received.  PCO will perform intelligence checks (vehicle registration, warrant checks, 	driver’s license and criminal histories) as soon as the information is available that is 	required to do so.  The results of these intelligence checks will be relayed to the OIC 	(Officer in Charge).  Pending calls for service which are priority two or below will be held 	for dispatch until such time as enough Officers are available, or when there is a return to 	standard operations.
	Bomb Threat
	A message delivered by any means that warns of, or claims the presence of, one or more 	bombs.  The bomb threat may or may not specify the location of the bomb, the time the 	bomb is to detonate or the type of bomb.  Additionally, the message may or may not 	contain the reason the bomb was placed or any demands or ultimatums related to the 	concealment of the bomb.  Due to the many variations of explosive devices and detonators, 	it is necessary to respond to bomb incidents with great caution on the alert for secondary 	devices.  Because some explosive devices may be set off by radio waves, officers will 	advise the PCO that they are in the area prior to arrival.  Also, cellular/mobile phones, are 	radios and should be treated as such.  At all times while within a building with a suspected 	explosive device and, otherwise, while within 500 feet of a suspected explosive device, 	officers should turn off their radios until the situation has been stabilized.  All persons 	should be instructed not to touch or move any objects.  In the event a suspected or actual 	device is located, the officer will assume command of the scene until the arrival of a 	supervisor.  Necessary evacuation will be undertaken and a Bomb Disposal Unit will 	remove the item.  A perimeter will be established until the nature of the device has been 	established.  Persons will be kept at least 100 yards from the scene.  Vehicle bomb threats 	should be treated in the same manner as a building bomb threat.  The decision to evacuate 	in the event of a bomb threat shall be made by the senior supervisor on duty at the time of 	the incident.
	Suicidal Callers
	So, what should you do when you have a suicidal person on the phone?  The PCO should 	remember several things.  The first thing is that many of us have been trained all our 	careers to control the call.  The problem is the suicidal caller may not be a call that you 	have control of.  Many of us have been told that when a suicidal person calls, they are 	looking for help.  That is not always the case.  There are a certain number of suicidal 	persons who will call for no other reason than to make sure that their bodies are found after 	their suicide.  During their call to 911 or the police, they will leave no chance of 	intervention.  The important thing to remember is that you may not be in control, the 	person calling may not be looking for help.  Do not set yourself up for a fall.
	The first step in the intervention process many times is going to be risk assessment.  Risk 	assessment involves not only assessing the risk of suicide for the caller, but the risk for 	responders.  Risk assessment for the callers begins with determining if the caller has a 	suicidal plan.  A suicidal plan contains the following: method, time, details and availability 	of means.  Method is how the person will kill himself or herself.  Firearms are the most 	lethal means of suicide followed by hanging and then overdose.  Any suicide attempt 	involving one of these three methods should be treated as a high-risk situation.  If the 	attempt is in progress you have a high-risk situation no matter what the method of suicide 	is.  If you have an attempt that may take place in a few hours or sometime in the future it is 	lower risk.  The next step is the details of the suicide plan.  One example is if the caller 	tells you they will commit suicide on Friday at a certain time by use of a firearm.  The 	suicide plan is very detailed and the risk is very high even if it’s Monday.  The last part of 	the suicide plan is availability of means.  If the person says they are going to kill 	themselves by overdose, but they are going to have to stockpile medicine for a week the 	risk is less than a person who has the pills available.
	The second part to risk assessment is to determine the risk to responders.  As 	communications professionals, we have a responsibility not only to the caller but also to 	people who are responding to the scene.  Are there weapons involved or present?  What are 	the actions of the suicidal person?  Has the suicidal person made any statements currently 	or in the past that may lead you to believe that they may be a danger to responders?  You 	must also be aware of suicide by cop.  Suicide by cop is officially defined as “an 	outrageous act designed to provoke a police response.”  It is believed that 10-15% of all 	subjects killed by police wanted to be killed.  It has been estimated that in 56% of suicide 	by cop incidents, the lives of police or bystanders were directly threatened.  A PCO needs 	to be aware of callers who may want to be killed by an officer.
	Many times, when we get a suicidal person on the phone they do not just come out and tell 	us that they are going to kill themselves.  Many times, the suicidal person will be talking 	about how bad life is and how they do not know how to go on.  If you do not know if a 	person is suicidal, ask them are you thinking about killing yourself?  Once you have 	determined that you are talking to a suicidal person assure them that you are glad, they 	called, calm yourself and modulate your voice.  Keep the caller talking, be personable and 	explore the caller’s situation.  You want to determine what the current stressor is but you 	do not want to focus on it.  You do not want to focus on the caller’s troubles.  You want to 	focus the caller on the positive aspects of life.  You want to find a way to remind the caller 	that there are other solutions than suicide.  You want to give the caller a sense of 	acceptance and support.  Once you have been able to establish a rapport with the caller you 	want to begin to move them to a successful conclusion.  The conclusion can be as easy as 	have the person walk to the front door and meet with responding officers.  The conclusion 	may be after hours of hard negotiations by you and others.  Always be patient and 	remember to use empathy for the caller.
	Media Relations
	All press releases will be authorized by the Chief of Police.  If the Chief is not available 	notify the Captain.
	Aftermath of Critical Incidents
	The impact of a critical incident will be tremendous, both psychologically and physically.  	As one of the key components to these types of incidents and any emergency, public safety 	telecommunicators must be prepared for this impact and be educated to address these 	issues adequately.  Active Shooter, Officer involved injury/death, are incidents obviously 	that can be a great source of critical incident stress.  Critical Incident Stress Debriefing 	(CISD) or Critical Incident Stress Management (CISM) is a process some agencies use to 	help employees get through highly stressful, traumatic times.  The CISD process is 	designed to lessen the overall impact of an event and accelerate recovery in normal people 	who are having normal reactions to abnormal events.  A team of trained individuals guides 	employees through the process.  Individuals may second guess themselves or think they 	could have done something different that would have changed the terrible outcome.  The 	CISD team works with individuals and groups, helping everyone to find emotional closure 	to the incident.
	A debriefing session or incident critique should be held as soon after the incident as 	possible.  The session should involve all the responders involved in the incident including 	telecommunicators and investigating agencies.  Different from a critical incident stress 	debriefing, these sessions will help in determining what was done and how to do it better 	next time (what worked and what didn’t).  The lessons learned from these sessions should 	be recorded and shared with others in the public safety community so everyone will learn 	from them.  This information and that gained from others that may experience such an 	incident should be incorporated into agency procedures.
	Stress Management
	Unresolved and untreated stress has a number of negative manifestations, including 	Compassion Fatigue, Burn Out, and in its most serious form, Post-Traumatic Stress 	Disorder.  How can you tell if stress has become destructive?  There are a number of red 	flags that could indicate that stress is having a negative impact on your life.  They can 	manifest in six different areas of our lives.
1. Physical:  fatigue, headaches, back pain, insomnia, nausea, indigestion, cramps, fainting, constipation, diarrhea, sweatiness, sleeping too much or too little.
2. Mental:  forgetfulness, poor concentration, boredom, paranoia, poor teamwork, perfectionism.
3. Emotional:  irritability, depression, anxiety, anger, fear, mood swings, apathy, increased sensitivity to criticism.
4. Relational:  loneliness, withdrawal, intolerance, relationship problems.
5. Behavioral:  substance abuse, eating problems, risk-taking, hyperactivity, overwork, procrastination, missed deadlines, anti-social behavior.
6. Spiritual:  emptiness, loss of beliefs and sense of meaning, cynicism, compassion fatigue.
	Coping with Stress
	Sensible eating – do not use alcohol or drugs to cope.  Drugs, and particularly alcohol, are 	powerful reaction suppressers, they numb the pain but they don’t solve the problem.  Talk 	it out, work through the problem, don’t medicate it.  Diet is an important factor in reducing 	the negative effects of stress.  Even though you may not feel hungry, eat something and 	make sure it’s healthy food.  Refined sugars, fats and excessive salt elevate stress levels.  	Avoid anything with caffeine in it, caffeine is a stimulant and elevates blood pressure and 	heart rate and creates an increased need for oxygen, it stimulates the cardiac muscle and 	central nervous system.  It causes nervousness, sleeplessness and irritability.  Drink water.  	Stress dehydrates and dehydration can increase feelings of anxiety and stress.
	Time to Enjoy Life – you must take care of yourself.  Take time for leisure activities, 	active ones are particularly helpful.  If the incident happened at work, and if you are 	traumatized, it may be necessary to take time off from work; working while being 	emotionally vulnerable puts you at risk for an acute stress reaction.  On the other hand, you 	may be someone who finds that being back on the job is just what is needed.  Assess your 	situation carefully.  If you feel ready for action, return to work.  If you feel vulnerable, 	request time off but seek professional help.
	Rest and Relaxation – if we don’t sleep we can actually develop psychotic symptoms.  	Everything seems worse when we are not sleeping well; if your sleep is affected seek 	advice from your doctor and implement healthy sleeping techniques.  Most of us breathe 	from our upper chest and don’t breathe deeply; deep breathing is one of the most effective 	relaxation techniques for emergency personnel.  It can be performed anywhere anytime. 
	Exercise and Education – exercise is critical to cleansing the body of the negative 	consequences of stress.  Get some good exercise within 24 hours of the incident.  Keep up 	regular activity, whether it’s a tennis game, a run, or a brisk walk.  Expect the incident to 	bother you; take comfort in knowing that the incident is unlikely to bother you forever.  	Though you will never actually totally forget the incident, remembering it does not have to 	cause extreme emotional distress.  Your goal should not be to totally forget the incident, 	but rather it should be to heal.  You know you are healed when you are able to think of or 	talk about the incident without profound emotion.
	Social Support of Family, Colleagues and Friends – many people react to psychological 	trauma by keeping it inside.  Often the trauma may seem so great that life seems 	meaningless.  By withdrawing, you keep yourself in the dark causing the incident to 	become larger than life.  Though you may need some time alone, eventually start talking 	with someone.
	Satisfying Expression of Self and Spirituality – do things that you love to do and find 	ways of fulfilling your feelings of self-worth outside of the job.  Balance home life, 	recreation and work.  Care for yourself and your family, your spouse, children, and your 	friends.  Seek your spiritual center; talk to spiritual leaders and seek guidance.
	Facility Security 
	The Pocomoke City Police Department is a locked secure facility that requires an approved 	access card to make entry into this building.  The employees of the Pocomoke City Police 	Department are issued access cards with their photograph on them.  These access cards 	allow employees to make entry into an otherwise locked secure facility by swiping these 	cards on the pads of the entry points into the building.
	Security: Limited access to the Communications Center
	In order to enhance street officer safety and minimize PCO/Squad Supervisor distraction, 	access to the Communication Center will be limited to authorized personnel to include:
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A.   	PCO/Relief PCO;
B.   	Squad Commander/Acting Squad Supervisor;
C.   	Squad Supervisor;
D.   	Administrative Lieutenant;
E.   	Chief of Police; and
F.   	Equipment Service Technicians.
G.	No personal visitors are to be inside the dispatch area at any time.
Measures taken to protect PCO/Squad Supervisors and communication equipment include:
A.   	All entry to the building is monitored by closed circuit video monitoring;
B.   	Glass window at the public information/complaint window;
C.   	Closed/Locked door restricting public access to the Pocomoke City Police Department (all divisions) located at 1500 Market Street, Pocomoke City, MD 21851.;
D.   	Back‑up power sources for Communications Console and recorder; 
E.   	Transmission lines located in locked area in the Police Department building; and
F.   	Antenna locations throughout the City are secured and monitored by officers and private contractors associated with the communications system. 
Unauthorized equipment in the Communications Center includes, but is not limited to, the following:
(1)	DVD or VHS players
(2)	Personal cell phones
(3)	Game system
A television is provided in the Communication Center.  The television and any other authorized equipment may only be used as long as it does not interfere with the duties and responsibilities of the Police Communications Operator (PCO).  Volume is to be muted when on the telephone and when transmitting on the radio.  Authorized equipment such as the television is a privilege and may be rescinded at any time.  This is specifically mandated to reduce the interference and inattention to duty required by all Communications personnel.  Full time and attention should be placed upon official police equipment, computers, monitors, etc. which require constant vigilance.  Any violation of this procedure may result in disciplinary action.

In the event no one is available to monitor the radio while a Police Communications Operator
needs to use the restroom, then the Police Communications Operator will take the portable police
radio with them and notify the officers of the same. 

34.6 Resources
        
            Department General Orders – The general orders contains our department’s expectations each individual employee along with specific procedures for the various functions and tasks of your job. Violating a general order can be punishable up to, and including, termination from your job. You will be held responsible for knowing these orders and your job duties.

             Tow & Repo Computer Log – This contains the numbers to the tows service providers that are registered with the Pocomoke City Police Department. This log also includes repossession companies that call into dispatch and give notification of a repossession within the city limits. 

              Message / Criminal History Log Book – This log is used to obtain the next available number for the month when sending a message on the state computer. Also, when a criminal history check is conducted for a certain month/officer, this information is logged into this book.       
       

              Call Out Info / Phone Numbers – This is for Public Works numbers and their on-call schedule for after hours emergencies. City phone numbers, miscellaneous phone numbers, and some departmental memos. 

              No Trespass Letter Book – This book has any trespass letters for businesses, residences, apartment complexes, and churches that have been forwarded to the police department by the property owner or agent of the owner.

              Protective / Peace Orders Book – This book contains active Protective / Peace Orders that have been furnished by the petitioner or the courts. 

              Bicycle Registration Book – This book has serial numbers and general information for 
              bicycles of citizens that have their bicycle registered with the Pocomoke City Police 
               Department.
   
	NCIC Entry Forms Book- has all the forms that are needed when doing an entry for 	stolen items that are entered into NCIC.
	NCIC Operating Manual- contains all of the codes and explanations for the National 	Crime Information Center.
	CJIS Reference Manual- contains all of the codes and explanations for the Criminal 	Justice Information System.
	Emergency Operations Plan- this plan identifies departments and individuals that are 	responsible for emergency response and critical support services, as well as providing a 	management structure for coordinating and deploying essential resources.

34.7	Terminal Agency Coordinator (TAC) Responsibilities
	The Terminal Agency Coordinator (TAC) is the assigned “contact person” as required by the Federal Bureau of Investigation.  Each agency having access to the CJIS/NCIC must appoint a TAC.
A.	The TAC should be:
	1.  An individual in the management structure of the local agency who has sufficient 	  	     authority to implement procedures and policies regarding CJIS/NCIC.
	2.  Knowledgeable of state, NCIC and Nlets policies and procedures.
	3.  Someone who is authorized to function across agency section/unit boundaries, (e.g. 	  	     communications, records, etc.) in order to effectively coordinate the agency’s state. 	 	    NCIC and Nlets activities.
	4.  Someone who can be allowed adequate time and attention to performing the functions 	 	    of the position and who is authorized to enforce regulatory compliance within the 	 	    agency regarding CJIS/NCIC.
B.	TAC Requirements:
	1.  The TAC and Assistant TAC (ATAC) are responsible for liaison with DPSCS.
	2.  Both TAC/ATAC must be certified.
	3.  Participate in the TAC Indoctrination class provided by the DPSCS.
C.	TAC Responsibilities Include:
	I.  Administrative Duties:
	     1.  Be the onsite expert in policy and procedures regarding NCIC.
	     2.  Ensure policies are adhered to by all agency personnel regarding NCIC.
	     3.  Report compliance issues with the agency (and any Non-Terminal Agencies you  	 	          may provide service).
	     4.  Print, sign or initial, review and maintain all CCH/NCIC logs.  
	     5.  Promote agency involvement in system use and development.
	     6.  Notify DPSCS/CJIS of updates and changes to your agency staff, including 	 	          TAC/ATAC appointments.
	     7.  Notify DPSCS/CJIS of address, phone, fax or email changes.
	     8.  Attend TAC meetings and review the online training material for TAC meetings.
	     9.  Conduct NCIC/Nlets (QO/TQ) ORI validations as needed.
	II.	Materials Dissemination:
		1.  Maintain updated User Agreement and Service Agreements.
		2.  Disseminate Notices to your agency staff.
	III.	System Security:
		1.  Ensure all state and federal regulations are adhered to.
		2.  Ensure all CHRI is kept in secure locations and is disseminated only for 	  	                  criminal justice purposes.
	IV.	NCIC and CJIS Records:
		1.  Ensure records are entered into CJIS/NCIC according to guidelines.
		2.  Ensure records are accurate, complete and up-to-date.
		3.  Ensure second party checks and quality assurance procedures are followed.
		4.  Ensure records are validated in accordance with FBI/CJIS procedures.
		5.  Ensure hit confirmations and locate messages are handled according to 		                  procedures.
	V.	Training Coordination:
		1.  Maintain users in DPSCS database by adding new users, changing 		  	                  demographics, updating status to DISABLED when a user leaves your agency, 		     and resetting passwords.
		2.  Notify your District Training Specialist within 24 hours when an employee 		                  leaves your agency.
		3.  Determine which modules each user will need to become certified in.
		4.  Enroll user into designated module certification instruction class(es).
		5.  Ensure new operators receive appropriate indoctrination prior to attending 		                  module certification instruction class(es).
		6.  Print current module training manual for each module certification class users 		                  are enrolled into.
		7.  Withdraw user from a module certification instruction class if the user is unable 		      to attend.
		8.  Schedule and conduct Certification and Recertification testing.
		9.  Make sure the student/user signs the result page.
	           10.  TAC or ATAC must also sign the test result page for the user and maintain all 		                  online test results pages for 2 years. 	

	VI.	Audit Coordination:
		1.  Audit point of contact.
		2.  Prepare agency records for audit.
		3.  Be available to work with CJIS audit staff during the audit process.
		4.  Coordinate agency’s response to any non-compliance issues noted in the audit.
		5.  Monitor adherence to resulting compliance efforts.
User Account-Access Validation Policy
Purpose:
All accounts shall be reviewed at least every six months by the terminal agency coordinator (TAC) or his/her designee to ensure that access and account privileges commensurate with job functions, need-to-know, and employment status on systems that contain Criminal Justice Information. The TAC may also conduct periodic reviews.

All guest accounts (for those who are not official employees of the CJA) with access to the criminal justice network shall contain an expiration date of one year or the work completion date, whichever occurs first. All guest accounts (for private contractor personnel) must be sponsored by the appropriate authorized member of the administrative entity managing the resource.
 
The TAC must disable all new accounts that have not been accessed within 30 days of creation.  Accounts of individuals on extended leave (more than 30 days) should be disabled. (Note: Exceptions can be made in cases where uninterrupted access to IT resources is required. In those instances, the individual going on extended leave must have a manager-approved request from the designated account administrator or assistant.)
 
The TAC must be notified if a user's information system usage or need-to-know changes (i.e., the employee is terminated, transferred, etc.).  If an individual is assigned to another office for an extended period (more than 90 days), the TAC will transfer the individual’s account(s) to the new office (CJA).  

The TAC will remove or disable all access accounts for separated or terminated employees immediately following separation from the agency.
 
Primary responsibility for account management belongs to the Terminal Agency Coordinator (TAC). 
 
The TAC shall:
-  Modify user accounts in response to events like name changes, accounting changes, permission        changes, office transfers, etc.,
-  Periodically review existing accounts for validity (at least once every 6 months), and
-  Cooperate fully with an authorized security team that is investigating a security incident or performing an audit review.

	

34.8	Disciplinary Policy
In support of Pocomoke City Police Department’s mission of public service to the city of/county of Pocomoke City/Worcester County citizens, the Pocomoke City Police Department provides the needed technological resources needed to personnel to access FBI CJIS systems and information in support of the agency’s mission.  All agency personnel, with access to FBI Criminal Justice Information (CJI) or any system with stored FBI CJI, have a duty to protect the system and related systems from physical and environmental damage and are responsible for correct use, operation, care and maintenance of the information.  All technology equipment: computers, laptops, software, copiers, printers, terminals, MDTs, mobile devices, live scan devices, fingerprint scanners, software to include RMS/CAD, operating systems, etc., used to process, store, and/or transmit FBI CJIS is a privilege allowed by Pocomoke City Police Department, state CSO, and the FBI.  To maintain the integrity and security of the Pocomoke City Police Department’s and FBI’s CJIS systems and data, this computer use privilege requires adherence of relevant federal, state and local laws, regulations and contractual obligations.  All existing laws and Pocomoke City Police Department regulations and policies apply, including not only those laws and regulations that are specific to computers and networks, but also those that may apply to personal conduct.
Misuse of computing, networking or information resources may result in temporary or permanent restriction of computing privileges up to employment termination.  In some misuse situations, account privileges will be suspended to prevent ongoing misuse while under investigation.  Additionally, misuse can be prosecuted under applicable statutes.  All files are subject for search.  Where follow-up actions against a person or agency after an information security incident involves legal action (either civil or criminal), the evidence shall be collected, retained, and presented to conform to the rules for evidence laid down in the relevant jurisdiction(s).  Complaints alleging misuse of Pocomoke City Police Department’s computing and network resources and FBI CJIS systems and/or data will be directed to those responsible for taking appropriate disciplinary action.
Examples of Misuse with access to FBI CJIS

1. Using someone else’s login that you are not the owner.  
2. Leaving computer logged in with your login credentials unlocked in a physically unsecure location allowing anyone to access Pocomoke City Police Department systems and/or FBI CJIS systems and data in your name.  
3. Allowing unauthorized person to access FBI CJIS at any time for any reason.  Note: Unauthorized use of the FBI CJIS systems is prohibited and may be subject to criminal and/or civil penalties. 
4. Allowing remote access of Pocomoke City Police Department issued computer equipment to FBI CJIS systems and/or data without prior authorization by Pocomoke City Police Department.
5. Obtaining a computer account that you are not authorized to use.
6. Obtaining a password for a computer account of another account owner.
7. Using the Pocomoke City Police Department’s network to gain unauthorized access to FBI CJIS.
8. Knowingly performing an act which will interfere with the normal operation of FBI CJIS systems.  
9. Knowingly propagating a computer virus, Trojan horse, worm and malware to circumvent data protection or compromising existing security holes to FBI CJIS systems.
10. Violating terms of software and / or operating system licensing agreements or copyright laws.  
11. Duplication of licensed software, except for backup and archival purposes that circumvent copyright laws for use in Pocomoke City Police Department, for home use or for any customer or contractor.
12. Deliberately wasting computing resources to include streaming audio, videos for personal use that interferes with Pocomoke City Police Department network performance.
13. Using electronic mail or instant messaging to harass others.
14. Masking the identity of an account or machine.
15. Posting materials publicly that violate existing laws or Pocomoke City Police Department’s codes of conduct.
16. Attempting to monitor or tamper with another user’s electronic mail or files by reading, copying, changing, or deleting without explicit agreement of the owner.
17. Using Pocomoke City Police Department’s technology resources to advance unwelcome solicitation of a personal or sexual relationship while on duty or through the use of official capacity.
18. Unauthorized possession of, loss of, or damage to Pocomoke City Police Department’s technology equipment with access to FBI CJIS through unreasonable carelessness or maliciousness.
19.  Maintaining FBI CJIS or duplicate copies of official Pocomoke City Police Department files in either manual or electronic formats at his or her place of residence or in other physically non-secure locations without express permission.
20. Using Pocomoke City Police Department’s technology resources and/or FBI CJIS systems for personal or financial gain.
21. Deliberately failing to report promptly any known technology-related misuse by another employee that may result in criminal prosecution or discipline under this policy.
22. Using personally owned devices on Pocomoke City Police Department’s network to include personally-owned thumb drives, CDs, mobile devices, tablets on wifi, etc.  Personally, owned devices should not store Pocomoke City Police Department data, State data, or FBI CJIS.

The above listing is not all-inclusive and any suspected technology resource or FBI CJIS system or FBI CJI misuse will be handled by Agency Name on a case by case basis.  Activities will not be considered misuse when authorized by appropriate Agency Name officials for security or performance testing.  
Privacy Policy
All agency personnel utilizing agency-issued technology resources funded by Pocomoke City Police Department expressly acknowledges and agrees that such service, whether for business or personal use, shall remove any expectation of privacy.  Use of Pocomoke City Police Department systems indicates consent to monitoring and recording. The Pocomoke City Police Department reserves the right to access and audit any and all communications including electronic and physical media at rest, in transit and at end of life.  Pocomoke City Police Department personnel shall not store personal information with an expectation of personal privacy that are under the control and management of Pocomoke City Police Department.  
Personal Use of Agency Technology
The computers, electronic media and services provided by Pocomoke City Police Department are primarily for business use to assist personnel in the performance of their jobs. Limited, occasional, or incidental use of electronic media (sending or receiving) for personal, non-business purposes is understandable and acceptable, and all such use should be done in a manner that does not negatively affect the systems' use for their business purposes. However, employees are expected to demonstrate a sense of responsibility and not abuse this privilege.

	Misuse Notification
Due to the increase in the number of accidental or malicious computer attacks against both government and private agencies, Pocomoke City Police Department shall: (i) establish an operational incident handling capability for all information systems with access to FBI CJIS systems and data.  This includes adequate preparation, detection, analysis, containment, recovery, and user response activities; (ii) track, document, and report incidents to appropriate agency officials and/or authorities. 
ISOs have been identified as the POC on security-related issues for their respective agencies and shall ensure LASOs institute the CSA incident response reporting procedures at the local level. 
All Pocomoke City Police Department personnel are responsible to report misuse of Pocomoke City Police Department technology resources to appropriate Pocomoke City Police Department officials.  

I have read the policy and rules above and I will abide in the Pocomoke City Police Department’s Disciplinary policy.

Signature: ___________________________________________ Date: ____________ 20____













34.8.1	Disposal of Media Policy and Procedures 

Purpose 
The purpose of this policy is to outline the proper disposal of media (physical or electronic) at Pocomoke City Police Department.  These rules are in place to protect sensitive and classified information, employees and Pocomoke City Police Department.  Inappropriate disposal of Pocomoke City Police Department and FBI Criminal Justice Information (CJI) and media may put employees, Pocomoke City Police Department and the FBI at risk. 

Scope 
This policy applies to all Pocomoke City Police Department employees, contractors, temporary staff, and other workers at Pocomoke City Police Department, with access to FBI CJIS systems and/or data, sensitive and classified data, and media. This policy applies to all equipment that processes, stores, and/or transmits FBI CJI and classified and sensitive data that is owned or leased by Pocomoke City Police Department. 

Policy 

When no longer usable, hard drives, diskettes, tape cartridges, CDs, ribbons, hard copies, print-outs, and other similar items used to process, store and/or transmit FBI CJI and classified and sensitive data shall be properly disposed of in accordance with measures established by Pocomoke City Police Department. 

Physical media (print-outs and other physical media) shall be disposed of by one of the following methods: 

1)	Shredding using Pocomoke City Police Department issued shredders. 

2)	Placed in locked shredding bins for [private contractor name] to come on-site and shred, 	witnessed by Pocomoke City Police Department personnel throughout the entire process. N/A    	at this time.

3)	Incineration using Pocomoke City Police Department incinerators or witnessed by Pocomoke 	City Police Department personnel onsite at agency or at contractor incineration site, if 	conducted by non-authorized personnel.  

Electronic media (hard-drives, tape cartridge, CDs, printer ribbons, flash drives, printer and copier 
Hard-drives, etc.) shall be disposed of by one of the Pocomoke City Police Department methods:

1) Overwriting (at least 3 times) – an effective method of clearing data from magnetic media. As the name implies, overwriting uses a program to write (1s, 0s, or a combination of both) onto the location of the media where the file to be sanitized is located. 

2) Degaussing – a method to magnetically erase data from magnetic media. Two types of degaussing exist: strong magnets and electric degausses. Note that common magnets (e.g., those used to hang a picture on a wall) are fairly weak and cannot effectively degauss magnetic media. 

3) Destruction – a method of destroying magnetic media. As the name implies, destruction of magnetic media is to physically dismantle by methods of crushing, disassembling, etc., ensuring that the platters have been physically destroyed so that no data can be pulled.


IT systems that have been used to process, store, or transmit FBI CJI and/or sensitive and classified information shall not be released from Pocomoke City Police Department’s control until the equipment has been sanitized and all stored information has been cleared using one of the above methods. 

Enforcement 

Any employee found to have violated this policy may be subject to disciplinary action, up to and including termination.


I have read the policy and rules above.

Signature:_____________________________________  	Date:___________ 20_____















34.8.2	Personally Owned Device Policy
Purpose:
A personally owned information system or device shall be authorized to access, process, store or transmit Pocomoke City Police Department, MD, or FBI Criminal Justice Information (CJI) only when these established and documented specific terms and conditions are met.  This control does not apply to the use of personally owned information systems to access the Pocomoke City Police Department’s information systems and information that are intended for public access (e.g., an agency’s public website that contains purely public information).
This Personally Owned Device Policy was developed using the FBI’s CJIS Security Policy 5.1 dated July 13, 2012. The intended target audience is Pocomoke City Police Department personnel, support personnel and private contractors/vendors.  The Pocomoke City Police Department may complement this policy with a local policy; however, the CJIS Security Policy shall always be the minimum standard and the local policy may augment, or increase the standards, but shall not detract from the CJIS Security Policy standards. 
Scope:
This policy applies to all Pocomoke City Police Department personnel, support personnel, and/or private contractors/vendors who are authorized to use personally owned devices to connect to any physical, logical, and/or electronic premise of the Pocomoke City Police Department to access, process, store, and/or transmit CJI.  This also includes any private contractors/vendors who will conduct maintenance on any network device that processes, stores, and/or transmits FBI CJI.  

Personally Owned Devices:
A personally owned device is any technology device that was purchased by an individual and was not issued by the Pocomoke City Police Department.  A personal device includes any portable technology like camera, USB flash drives, USB thumb drives, DVDs, CDs, air cards and mobile wireless devices such as Androids, Blackberry OS, Apple iOS, Windows Mobile, Symbian, tablets, laptops or any personal desktop computer.  Threats to mobile handheld devices stem mainly from their size, portability, and available wireless interfaces and associated services. 
The Pocomoke City Police Department will maintain management control and authorize the use of personally owned devices.  The Pocomoke City Police Department shall develop guidelines to define which employees can use their own devices, the types of devices they can use, and which applications and data they can access, process, or store on their devices.  
Personally owned devices must:
· Be authorized by Pocomoke City Police Department to access, process, transmit, and/or store FBI CJI.
· Be inspected by Pocomoke City Police Department’s IT staff and the LASO to ensure appropriate security requirements on the device are up-to-date and meet the FBI’s CJIS Security Policy requirements prior to use.
· Take necessary precautions when using device outside of a physically secure area.  Read below and also see Physical Protection Policy.
Remote Access:
The Pocomoke City Police Department shall authorize, monitor, and control all methods of remote access to the information systems that can access, process, transmit, and/or store FBI CJI.  Remote access is any temporary access to an agency’s information system by a user (or an information system) communicating temporarily through an external, non-agency-controlled network (e.g., the Internet). 
The Pocomoke City Police Department shall employ automated mechanisms to facilitate the monitoring and control of remote access methods. The Pocomoke City Police Department shall control all remote accesses through managed access control points. The Pocomoke City Police Department may permit remote access for privileged functions only for compelling operational needs but shall document the rationale for such access in the security plan for the information system. 
Utilizing publicly accessible computers to access, process, store or transmit CJI is prohibited. Publicly accessible computers include, but are not limited to: hotel business center computers, convention center computers, public library computers, public kiosk computers, etc. 
Roles and Responsibilities:
Owner Role:  The owner agrees to:
1. Follow necessary policy and procedures to protect FBI CJI.
2. Usage of their device will be for work-related purposes.  
3. Bring their device to work to use during normal work hours and not share the device with anyone else.
4. Pocomoke City Police Department having the authority to erase device remotely as needed.
5. Be responsible for any financial obligations for device.
6. Protect individual’s and Pocomoke City Police Department’s privacy.  
7. Use good judgement before installing free applications. Sometimes free applications track your personal information with limited disclosure or authorization, and then sell your profile to advertising companies.
8. Use good judgement on amount of time applied to personal use of personally owned devices during normal work business hours.
9. Access FBI CJI only from an approved and authorized storage device. 
10. Do not stream music or videos using personally owned devices when connected to Pocomoke City Police Department’s network to prevent sluggishness.
11. Report lost or stolen mobile or storage devices to the Pocomoke City Police Department’s Local Agency Security Officer (LASO) within one business day.
12. Review the use of device alerts and update services to validate you requested them. Restrict notifications not requested by looking at your device’s settings.
13. Control wireless network and service connectivity.  Validate mobile device default settings are not connecting to nearby Wi-Fi networks automatically.  Some of these networks, like in airports or neighborhood coffee shops, may be completely open and unsecure. 

Information Technology Role
The Pocomoke City Police Department IT support role shall, at a minimum, ensure that external storage devices: 
1. Are encrypted when FBI CJI is stored electronically.
2. Are scanned for virus and malware prior to use and/or prior to being connected to the agency’s computer or laptop.

The Pocomoke City Police Department IT support role shall, at a minimum, ensure that all personally owned devices: 
1. Apply available critical patches and upgrades to the device operating system. 
2. Are kept updated with security patches, firmware updates and antivirus. 
3.  Are configured for local device authentication. 
4. Use advanced authentication and encryption when FBI CJI is stored and/or transmitted.  
5. Be able to deliver built-in identity role-mapping, network access control (NAC), AAA (Authentication, Authorization, and Accounting) services, and real-time endpoint reporting.
6. Erase cached information when session is terminated. 
7. Employ personal firewalls.  
8. Minimize security risks by ensuring antivirus and antimalware are installed, running real time and updated. 
9. Be scanned for viruses and malware prior to accessing or connecting to Pocomoke City Police Department CJIS network.
10. Configure Bluetooth interface as undiscoverable except as needed for pairing, which prevents visibility to other Bluetooth devices except when discovery is specifically needed.  
11. Be properly disposed of at end of life.  See Media Disposal Policy. Remove FBI CJI before owner sells their personally owned devices or sends it in for repairs.
12. Evaluate personally owned device age.  Older device hardware is too outdated for needed updates.  Typical life is two years.  
13. Ensure device is compatible with needed network protocols and/or compatible with customized applications developed for access FBI CJI through testing.
14. Deploy Mobile Device Management or SIM card locks and credential functions.  The credential functions require a pass code to use Pocomoke City Police Department’s network services.  (Research enterprise mobile device management solutions- see product working successfully in real life scenario with the type of mobile device your Agency wants to use prior to implementing.  The enterprise mobile device solution must be compatible with chosen device products.)
15. Ensure owner and IT staff have mobile backup enabled to an approved Pocomoke City Police Department location.  Set a daily or weekly schedule to periodically synch data and applications.  If backup contains FBI CJI, take appropriate security measures for storage of FBI CJI.  See Media Protection Policy.
16. Retain the ability to secure, control and remotely erase agency data on employee-owned devices in the event of a security breach or if the employee leaves the agency employment or the device is lost or stolen. This remote ability can be done through technology that allows virtual access to company applications.
17. Enable mobile device in a “find my phone” service to allow finding device.
18. Consider adding extra protection such as a total device reset if the PIN is guessed incorrectly a certain number of attempts. 
19. Be able to easily identify connected users and devices. Track, log and manage every personally used device allowed to connect to agency technology resources for secure FBI CJI access.
20. Perform pre and post-authentication checks.
21. Ability to allow and deny access.  Selectively grant proper network access privileges.

Local Area Security Officer (LASO)
The LASO will:
1. Identify who is using the personally owned approved hardware, software, and firmware and ensure no unauthorized individuals or processes have access to the same. 
2. Identify and document how the equipment is connected to the state system. 
3. Ensure that personnel security screening procedures are being followed as stated in this policy. 
4. Ensure the approved and appropriate security measures are in place and working as expected. 
5. Support policy compliance and ensure the CSA ISO is promptly informed of security incidents. 
Penalties:
Violation of any of the requirements in this policy by any authorized personnel will result in suitable disciplinary action, up to and including loss of access privileges, civil and criminal prosecution and/or termination.  Personally owned information technology resources used may be retained by the Pocomoke City Police Department for evaluation in investigation of security violations.
Violation of any of the requirements in this policy by any unauthorized person can result in similar disciplinary action against the device owner, and can also result in termination of services with any associated consulting organization or prosecution in the case of criminal activity.
Acknowledgement:
The Pocomoke City Police Department, agency personnel, IT support, private contractors/vendors, and the LASO alike will agree to commit to all bring your own (BYO) rules.
I have read the policy and rules above and I will:
· Authorize the Pocomoke City Police Department to remotely wipe my mobile device.
· Abide by the Pocomoke City Police Department Personally Owned Device policy.  I understand any violation of this policy may result in discipline up to and including termination. 
· Complete the security awareness training and take action to protect Pocomoke City Police Department facilities, personnel and associated information systems. 
· Report any unauthorized device access to Pocomoke City Police Department LASO.

Signature: _______________________________________Date:___________ 20____




Questions
Any questions related to this policy may be directed to the Pocomoke City Police Department’s LASO

34.8.3	Physical Protection Policy
Purpose:
The purpose of this policy is to provide guidance for agency personnel, support personnel, and private contractors/vendors for the physical, logical, and electronic protection of Criminal Justice Information (CJI).  All physical, logical, and electronic access must be properly documented, authorized and controlled on devices that store, process, or transmit unencrypted CJI. This Physical Protection Policy focuses on the appropriate access control methods needed to protect the full lifecycle of CJI from insider and outsider threats.  
This Physical Protection Policy was developed using the FBI’s CJIS Security Policy 5.1 dated July 13, 2012. The intended target audience is Pocomoke City Police Department personnel, support personnel, and private contractor/vendors with access to CJI whether logically or physically.  The local agency may complement this policy with a local policy; however, the CJIS Security Policy shall always be the minimum standard and local policy may augment, or increase the standards, but shall not detract from the CJIS Security Policy standards.
Physically Secure Location:
A physically secure location is a facility or an area, a room, or a group of rooms within a facility with both the physical and personnel security controls sufficient to protect the FBI CJI and associated information systems. The perimeter of the physically secure location shall be prominently posted and separated from non-secure locations by physical controls.  Security perimeters shall be defined, controlled, and secured.  Restricted non-public areas in the Pocomoke City Police Department shall be identified with a sign at the entrance.  
Visitors Access:
A visitor is defined as a person who visits the Pocomoke City Police Department facility on a temporary basis who is not employed by the Pocomoke City Police Department and has no unescorted access to the physically secure location within the Pocomoke City Police Department where FBI CJI and associated information systems are located.  For agencies with jails with CJIS terminals, additional visit specifications need to be established per agency purview and approval. 
Visitors shall:                   
1. Check in before entering a physically secure location by: 
a. Completing the visitor access log, which includes: name and visitor’s agency, purpose for the visit, date of visit, time of arrival and departure, name and agency of person visited, and form of identification used to authenticate visitor.  
b. Document badge number on visitor log if visitor badge issued.  If Pocomoke City Police Department issues visitor badges, the visitor badge shall be worn on approved visitor’s outer clothing and collected by the agency at the end of the visit.  
c. Planning to check or sign-in multiple times if visiting multiple physically secured locations and/or building facilities that are not adjacent or bordering each other that each has their own individual perimeter security to protect CJI.
2. Be accompanied by a Pocomoke City Police Department escort at all times to include delivery or service personnel.  An escort is defined as an authorized personnel who accompanies a visitor at all times while within a physically secure location to ensure the protection and integrity of the physically secure location and any CJI therein. The use of cameras or other electronic means used to monitor a physically secure location does not constitute an escort. 
3. Show Pocomoke City Police Department personnel a valid form of photo identification. 
4. Follow Pocomoke City Police Department policy for authorized unescorted access.  
a. Noncriminal Justice Agency (NCJA) like city or county IT who require frequent unescorted access to restricted area(s) will be required to establish a Management Control Agreement between the Pocomoke City Police Department and NCJA.  Each NCJA employee with CJI access will appropriately have state and national fingerprint-based record background check prior to this restricted area access being granted.  
b. Private contractors/vendors who requires frequent unescorted access to restricted area(s) will be required to establish a Security Addendum between the Pocomoke City Police Department and each private contractor personnel. Each private contractor personnel will appropriately have state and national fingerprint-based record background check prior to this restricted area access being granted.  
5. Not be allowed to view screen information mitigating shoulder surfing. 
6. Individuals not having any legitimate business in a restricted area shall be courteously escorted to a public area of the facility.  Strangers in physically secure areas without an escort should be challenged. If resistance or behavior of a threatening or suspicious nature is encountered, sworn personnel shall be notified or call 911. 
7. Not be allowed to sponsor another visitor.
8. Not enter into a secure area with electronic devices unless approved by the Pocomoke City Police Department Local Area Security Officer (LASO) to include cameras and mobile devices.  Photographs are not allowed without permission of the Pocomoke City Police Department assigned personnel. 
9. All requests by groups for tours of the Pocomoke City Police Department facility will be referred to the proper agency point of contact for scheduling.  In most cases, these groups will be handled by a single form, to be signed by a designated group leader or representative.  Remaining visitor rules apply for each visitor within the group.  The group leader will provide a list of names to front desk personnel for instances of emergency evacuation and accountability of each visitor while on agency premises.

Authorized Physical Access:
Only authorized personnel will have access to physically secure non-public locations. The Pocomoke City Police Department will maintain and keep current a list of authorized personnel.  All physical access points into the agency’s secure areas will be authorized before granting access.  The agency will implement access controls and monitoring of physically secure areas for protecting all transmission and display mediums of CJI.   Authorized personnel will take necessary steps to prevent and protect the agency from physical, logical and electronic breaches.  

All personnel with CJI physical and logical access must:
1. Meet the minimum personnel screening requirements prior to CJI access.  
a. To verify identification, a state of residency and national fingerprint-based record checks shall be conducted within 30 days of assignment for all personnel who have direct access to CJI and those who have direct responsibility to configure and maintain computer systems and networks with direct access to CJI. 
b. Support personnel, private contractors/vendors, and custodial workers with access to physically secure locations or controlled areas (during CJI processing) shall be subject to a state and national fingerprint-based record check unless these individuals are escorted by authorized personnel at all times. 
c. Prior to granting access to CJI, the Pocomoke City Police Department on whose behalf the contractor is retained shall verify identification via a state of residency and national fingerprint-based record check. 
d. Refer to the CJIS Security Policy for handling cases of felony convictions, criminal records, arrest histories, etc. 
2. Complete security awareness training.  
a. All authorized Pocomoke City Police Department, Noncriminal Justice Agencies (NCJA) like city or county IT and private contractor/vendor personnel will receive security awareness training within six months of being granted duties that require CJI access and every two years thereafter.  
b. Security awareness training will cover areas specified in the CJIS Security Policy at a minimum.  
3. Be aware of who is in their secure area before accessing confidential data.
a. Take appropriate action to protect all confidential data. 
b. Protect all terminal monitors with viewable CJI displayed on monitor and not allow viewing by the public or escorted visitors.  
4. Properly protect and not share any individually issued keys, proximity cards, computer account passwords, etc.  
a. Report loss of issued keys, proximity cards, etc to authorized agency personnel. 
b. If the loss occurs after normal business hours, or on weekends or holidays, personnel are to call the Pocomoke City Police Department POC to have authorized credentials like a proximity card de-activated and/or door locks possibly rekeyed.
c. Safeguard and not share passwords, Personal Identification Numbers (PIN), Security Tokens (i.e. Smartcard), and all other facility and computer systems security access procedures.  See Disciplinary Policy. 
5. Properly protect from viruses, worms, Trojan horses, and other malicious code. 
6. Web usage—allowed versus prohibited; monitoring of user activity. (allowed versus prohibited is at the agency’s discretion)
7. Do not use personally owned devices on the Pocomoke City Police Department computers with CJI access. (Agency discretion).  See Personally Owned Policy. 
8. Use of electronic media is allowed only by authorized Pocomoke City Police Department personnel.  Controls shall be in place to protect electronic media and printouts containing CJI while in transport.  When CJI is physically moved from a secure location to a non-secure location, appropriate controls will prevent data compromise and/or unauthorized access.  
9. Encrypt emails when electronic mail is allowed to transmit CJI-related data as such in the case of Information Exchange Agreements.  
a. (Agency Discretion for allowance of CJI via email)
b. If CJI is transmitted by email, the email must be encrypted and email recipient must be authorized to receive and view CJI. 
10. Report any physical security incidents to the Pocomoke City Police Department’s LASO to include facility access violations, loss of CJI, loss of laptops, Blackberries, thumb drives, CDs/DVDs and printouts containing CJI.  
11. Properly release hard copy printouts of CJI only to authorized vetted and authorized personnel in a secure envelope and shred or burn hard copy printouts when no longer needed.  Information should be shared on a “need to know” basis.  (See Sanitization and Destruction Policy)
12. Ensure data centers with CJI are physically and logically secure.  
13. Keep appropriate Pocomoke City Police Department security personnel informed when CJI access is no longer needed.  In the event of ended employment, the individual must surrender all property and access managed by the local agency, state and/or federal agencies.  
14. Not use food or drink around information technology equipment.
15. Know which door to use for proper entry and exit of the Pocomoke City Police Department and only use marked alarmed fire exits in emergency situations.
16. Ensure the perimeter security door securely locks after entry or departure.  Do not leave any perimeter door propped open and take measures to prevent piggybacking entries.


Roles and Responsibilities:
Terminal Agency Coordinator (TAC) 
The TAC serves as the point-of-contact at the Pocomoke City Police Department for matters relating to CJIS information access. The TAC administers CJIS systems programs within the agency and oversees the agency’s compliance with FBI and state CJIS systems policies. 
Local Agency Security Officer (LASO) 
Each LASO shall: 
1. Identify who is using the CSA (state) approved hardware, software, and firmware and ensure no unauthorized individuals or processes have access to the same. 
2. Identify and document how the equipment is connected to the state system. 
3. Ensure that personnel security screening procedures are being followed as stated in this policy. 
4. Ensure the approved and appropriate security measures are in place and working as expected. 
5. Support policy compliance and ensure the CSA ISO is promptly informed of security incidents.

Agency Coordinator (AC) 
An AC is a staff member of the Contracting Government Agency (CGA) who manages the agreement between the private contractor(s)/vendor(s) and the Pocomoke City Police Department.  A CGA is a government agency, whether a Criminal Justice Agency (CJA) or a NCJA, that enters into an agreement with a private contractor/vendor subject to the CJIS Security Addendum. The AC shall be responsible for the supervision and integrity of the system, training and continuing education of private contractor/vendor employees and operators, scheduling of initial training and testing, and certification testing and all required reports by NCIC. 
CJIS System Agency Information Security Officer (CSA ISO) 
The CSA ISO shall: 
1. Serve as the security point of contact (POC) to the FBI CJIS Division ISO. 
2. Document technical compliance with the CJIS Security Policy with the goal to assure the confidentiality, integrity, and availability of criminal justice information to the user community throughout the CSA’s user community, to include the local level. 
3. Document and provide assistance for implementing the security-related controls for the Interface Agency and its users. 
4. ISOs have been identified as the POC on security-related issues for their respective agencies and shall ensure LASOs institute the CSA incident response reporting procedures at the local level. Establish a security incident response and reporting procedure to discover, investigate, document, and report to the CSA, the affected criminal justice agency, and the FBI CJIS Division ISO major incidents that significantly endanger the security or integrity of CJI. 

Information Technology Support 
In coordination with above roles, all vetted IT support staff will protect CJI from compromise at the Pocomoke City Police Department by performing the following:
1. Protect information subject to confidentiality concerns—in systems, archived, on backup media, and until destroyed. Know where CJI is stored, printed, copied, transmitted and planned end of life.  CJI is stored on laptops, mobile data terminals (MDTs), computers, servers, tape backups, CDs, DVDs, thumb drives, RISC devices and internet connections as authorized by the Pocomoke City Police Department.  For agencies who submit fingerprints using Live Scan terminals, only Live Scan terminals that receive CJI back to the Live Scan terminal will be assessed for physical security.  
2. Be knowledgeable of required Pocomoke City Police Department technical requirements and policies taking appropriate preventative measures and corrective actions to protect CJI at rest, in transit and at the end of life. 
3. Take appropriate action to ensure maximum uptime of CJI and expedited backup restores by using agency approved best practices for power backup and data backup means such as generators, backup universal power supplies on CJI-based terminals, servers, switches, etc. 
4. Properly protect the Pocomoke City Police Department’s CJIS system(s) from viruses, worms, Trojan horses, and other malicious code (real-time scanning and ensure updated definitions).  
a. Install and update antivirus on computers, laptops, MDTs, servers, etc. 
b. Scan any outside non-agency owned CDs, DVDs, thumb drives, etc., for viruses, if the Pocomoke City Police Department allows the use of personally owned devices.  (See the Pocomoke City Police Department Personally Owned Device Policy)
5. Data backup and storage—centralized or decentralized approach. 
a. Perform data backups and take appropriate measures to protect all stored CJI. 
b. Ensure only authorized vetted personnel transport off-site tape backups or any other media that store CJI that is removed from physically secured location. 
c. Ensure any media released from the Pocomoke City Police Department is properly sanitized / destroyed.  (See Sanitization and Destruction Policy)
6. Timely application of system patches—part of configuration management. 
a. The agency shall identify applications, services, and information systems containing software or components affected by recently announced software flaws and potential vulnerabilities resulting from those flaws.  
b. When applicable, see the Pocomoke City Police Department Patch Management Policy.
7. Access control measures 
a. Address least privilege and separation of duties.  
b. Enable event logging of: 
i. Successful and unsuccessful system log-on attempts. 
ii. Successful and unsuccessful attempts to access, create, write, delete or change permission on a user account, file, directory or other system resource. 
iii. Successful and unsuccessful attempts to change account passwords. 
iv. Successful and unsuccessful actions by privileged accounts. 
v. Successful and unsuccessful attempts for users to access, modify, or destroy the audit log file. 
c. Prevent authorized users from utilizing publicly accessible computers to access, process, store, or transmit CJI.  Publicly accessible computers include, but are not limited to: hotel business center computers, convention center computers, public library computers, public kiosk computers, etc.  
8. Account Management in coordination with TAC
a. Agencies shall ensure that all user IDs belong to currently authorized users. 
b. Keep login access current, updated and monitored.  Remove or disable terminated or transferred or associated accounts. 
c. Authenticate verified users as uniquely identified. 
d. Prevent multiple concurrent active sessions for one user identification, for those applications accessing CJI, unless the agency grants authority based upon operational business needs. 
e. Not use shared generic or default administrative user accounts or passwords for any device used with CJI. 
f. Passwords 
i. Be a minimum length of eight (8) characters on all systems. 
ii. Not be a dictionary word or proper name. 
iii. Not be the same as the Userid. 
iv. Expire within a maximum of 90 calendar days. 
v. Not be identical to the previous ten (10) passwords. 
vi. Not be transmitted in the clear or plaintext outside the secure location. 
vii. Not be displayed when entered. 
viii. Ensure passwords are only reset for authorized user. 
9. Network infrastructure protection measures. 
a. Take action to protect CJI-related data from unauthorized public access. 
b. Control access, monitor, enabling and updating configurations of boundary protection firewalls. 
c. Enable and update personal firewall on mobile devices as needed. 
d. Ensure confidential electronic data is only transmitted on secure network channels using encryption and *advanced authentication when leaving a physically secure location.  No confidential data should be transmitted in clear text.  *Note: for interim compliance, and for the sole purpose of meeting the advanced authentication policy, a police vehicle shall be considered a physically secure location until September 30th 2013. For the purposes of this policy, a police vehicle is defined as an enclosed criminal justice conveyance with the capability to comply, during operational periods.
e. Ensure any media that is removed from a physically secured location is encrypted in transit by a person or network. 
f. Not use default accounts on network equipment that passes CJI like switches, routers, firewalls. 
g. Make sure law enforcement networks with CJI shall be on their own network accessible by authorized personnel who have been vetted by the Pocomoke City Police Department.  Utilize Virtual Local Area Network (VLAN) technology to segment CJI traffic from other noncriminal justice agency traffic to include other city and/or county agencies using same wide area network.  
10. Communicate and keep the Pocomoke City Police Department informed of all scheduled and unscheduled network and computer downtimes, all security incidents and misuse.  The ultimate information technology management control belongs to Pocomoke City Police Department.

Front desk and Visitor Sponsoring Personnel
Administration of the Visitor Check-In / Check-Out procedure is the responsibility of the on-duty dispatcher.
Prior to visitor gaining access to physically secure area:
1. The visitor will be screened by for weapons.  No weapons are allowed in the agency except when carried by authorized personnel as deemed authorized by the Pocomoke City Police Department.
2. The visitor will be screened for electronic devices.  No personal electronic devices are allowed in any agency facility except when carried by authorized personnel as deemed authorized by the Pocomoke City Police Department.
3. Escort personnel will acknowledge being responsible for properly evacuating visitor in cases of emergency.  Escort personnel will know appropriate evacuation routes and procedures.
4. Escort and/or Front desk personnel will validate visitor is not leaving agency with any agency owned equipment or sensitive data prior to Visitor departure.  All screening into secured areas will be conducted by a member of Command Staff or the on-duty supervisor.

Penalties:
Violation of any of the requirements in this policy by any authorized personnel will result in suitable disciplinary action, up to and including loss of access privileges, civil and criminal prosecution and / or termination.  
Violation of any of the requirements in this policy by any visitor can result in similar disciplinary action against the sponsoring employee, and can also result in termination of services with any associated consulting organization or prosecution in the case of criminal activity.
Acknowledgement:
I have read the policy and rules above and I will:
· Abide by the Pocomoke City Police Department Physical Protection Policy.  I understand any violation of this policy may result in discipline up to and including termination. 
· Complete the security awareness training and take action to protect the Pocomoke City Police Department’s facilities, personnel and associated information systems. 
· Report any unauthorized physical access to the Pocomoke City Police Department’s LASO.

Signature: ___________________________________________ Date: ____________ 20____
34.8.4	Media Protection Policy
Purpose:
The intent of the Media Protection Policy is to ensure the protection of the Criminal Justice Information (CJI) until such time as the information is either released to the public via authorized dissemination (e.g. within a court system or when presented in crime reports data), or is purged or destroyed in accordance with applicable record retention rules. 
This Media Protection Policy was developed using the FBI’s Criminal Justice Information Services (CJIS) Security Policy 5.1 dated 7/13/2012. The Pocomoke City Police Department may complement this policy with a local policy; however, the CJIS Security Policy shall always be the minimum standard.  The local policy may augment, or increase the standards, but shall not detract from the CJIS Security Policy standards.
Scope:
The scope of this policy applies to any electronic or physical media containing FBI Criminal Justice Information (CJI) while being stored, accessed or physically moved from a secure location from the Pocomoke City Police Department.  This policy applies to any authorized person who accesses, stores, and / or transports electronic or physical media.  Transporting CJI outside the agency’s assigned physically secure area must be monitored and controlled.
Authorized Pocomoke City Police Department personnel shall protect and control electronic and physical CJI while at rest and in transit.  The Pocomoke City Police Department will take appropriate safeguards for protecting CJI to limit potential mishandling or loss while being stored, accessed, or transported.  Any inadvertent or inappropriate CJI disclosure and/or use will be reported to the Pocomoke City Police Department Local Agency Security Officer (LASO).  Procedures shall be defined for securely handling, transporting and storing media.  
Media Storage and Access:

Controls shall be in place to protect electronic and physical media containing CJI while at rest, stored, or actively being accessed.  “Electronic media” includes memory devices in laptops and computers (hard drives) and any removable, transportable digital memory media, such as magnetic tape or disk, backup medium, optical disk, flash drives, external hard drives, or digital memory card. “Physical media” includes printed documents and imagery that contain CJI.

To protect CJI, the Pocomoke City Police Department personnel shall:
1. Securely store electronic and physical media within a physically secure or controlled area.   A secured area includes a locked drawer, cabinet, or room.
2. Restrict access to electronic and physical media to authorized individuals.
3. Ensure that only authorized users remove printed form or digital media from the CJI.
4. Physically protect CJI until media end of life.  End of life CJI is destroyed or sanitized using approved equipment, techniques and procedures.  (See Sanitization Destruction Policy)
5. Not use personally owned information system to access, process, store, or transmit CJI unless the Pocomoke City Police Department has established and documented the specific terms and conditions for personally owned information system usage.  (See Personally Owned Device Policy)
6. Not utilize publicly accessible computers to access, process, store, or transmit CJI.  Publicly accessible computers include, but are not limited to: hotel business center computers, convention center computers, public library computers, public kiosk computers, etc.
7. Store all hardcopy CJI printouts maintained by the Pocomoke City Police Department in a secure area accessible to only those employees whose job function require them to handle such documents.
8. Safeguard all CJI by the Pocomoke City Police Department against possible misuse by complying with the Physical Protection Policy, Personally Owned Device Policy, and Disciplinary Policy.
9. Take appropriate action when in possession of CJI while not in a secure area:
a. CJI must not leave the employee’s immediate control. CJI printouts cannot be left unsupervised while physical controls are not in place.
b. Precautions must be taken to obscure CJI from public view, such as by means of an opaque file folder or envelope for hard copy printouts.  For electronic devices like laptops, use session lock use and /or privacy screens.  CJI shall not be left in plain public view.  When CJI is electronically transmitted outside the boundary of the physically secure location, the data shall be immediately protected using encryption.

i. When CJI is at rest (i.e. stored electronically) outside the boundary of the physically secure location, the data shall be protected using encryption.  Storage devices include external hard drives from computers, printers and copiers used with CJI. In addition, storage devices include thumb drives, flash drives, back-up tapes, mobile devices, laptops, etc. 
ii. When encryption is employed, the cryptographic module used shall be certified to meet FIPS 140-2 standards. 
10. Lock or log off computer when not in immediate vicinity of work area to protect CJI.  Not all personnel have same CJI access permissions and need to keep CJI protected on a need-to-know basis.
11. Establish appropriate administrative, technical and physical safeguards to ensure the security and confidentiality of CJI.  (See Physical Protection Policy)

Media Transport:

Controls shall be in place to protect electronic and physical media containing CJI while in transport (physically moved from one location to another) to prevent inadvertent or inappropriate disclosure and use. “Electronic media” means electronic storage media including memory devices in laptops and computers (hard drives) and any removable, transportable digital memory media, such as magnetic tape or disk, backup medium, optical disk, flash drives, external hard drives, or digital memory card. 

Dissemination to another agency is authorized if:  
1. The other agency is an Authorized Recipient of such information and is being serviced by the accessing agency, or 
2. The other agency is performing personnel and appointment functions for criminal justice employment applicants. 

The Pocomoke City Police Department personnel shall:
1. Protect and control electronic and physical media during transport outside of controlled areas.
2. Restrict the pickup, receipt, transfer and delivery of such media to authorized personnel. 

The Pocomoke City Police Department personnel will control, protect, and secure electronic and physical media during transport from public disclosure by:
1. Use of privacy statements in electronic and paper documents.  
2. Limiting the collection, disclosure, sharing and use of CJI.  
3. Following the least privilege and role-based rules for allowing access.  Limit access to CJI to only those people or roles that require access.  
4. Securing hand carried confidential electronic and paper documents by:
a. Storing CJI in a locked briefcase or lockbox.  
b. Only viewing or accessing the CJI electronically or document printouts in a physically secure location by authorized personnel.  
c. For hard copy printouts or CJI documents:
i. Package hard copy printouts in such a way as to not have any CJI information viewable.
ii. That are mailed or shipped, agency must document procedures and only release to authorized individuals.  DO NOT MARK THE PACKAGE TO BE MAILED CONFIDENTIAL.  Packages containing CJI material are to be sent by method(s) that provide for complete shipment tracking and history, and signature confirmation of delivery. (Agency Discretion)
5. Not taking CJI home or when traveling unless authorized by Pocomoke City Police Department LASO.  When disposing confidential documents, use a shredder.

Electronic Media Sanitization and Disposal:

The agency shall sanitize, that is, overwrite at least three times or degauss electronic media prior to disposal or release for reuse by unauthorized individuals. Inoperable electronic media shall be destroyed (cut up, shredded, etc.). The agency shall maintain written documentation of the steps taken to sanitize or destroy electronic media. Agencies shall ensure the sanitization or destruction is witnessed or carried out by authorized personnel.  Physical media shall be securely disposed of when no longer required, using formal procedures.  For end of life media policy, refer to “Sanitization Destruction Policy”.

Breach Notification and Incident Reporting:

The agency shall promptly report incident information to appropriate authorities. Information security events and weaknesses associated with information systems shall be communicated in a manner allowing timely corrective action to be taken.  Incident-related information can be obtained from a variety of sources including, but not limited to, audit monitoring, network monitoring, physical access monitoring, and user/administrator reports.  



Roles and Responsibilities:

If CJI is improperly disclosed, lost, or reported as not received, the following procedures must be immediately followed: 
1. Pocomoke City Police Department personnel shall notify his/her supervisor or LASO, and an incident-report form must be completed and submitted within 24 hours of discovery of the incident. The submitted report is to contain a detailed account of the incident, events leading to the incident, and steps taken/to be taken in response to the incident. (Agency Discretion)
2. The supervisor will communicate the situation to the LASO to notify of the loss or disclosure of CJI records. 
3. The LASO will ensure the CSA ISO (CJIS System Agency Information Security Officer) is promptly informed of security incidents.  
4. The CSA ISO will:  
a. Establish a security incident response and reporting procedure to discover, investigate, document, and report to the CSA, the affected criminal justice agency, and the FBI CJIS Division ISO major incidents that significantly endanger the security or integrity of CJI.  
b. Collect and disseminate all incident-related information received from the Department of Justice (DOJ), FBI CJIS Division, and other entities to the appropriate local law enforcement POCs within their area.  
c. Act as a single POC for their jurisdictional area for requesting incident response assistance.
Penalties:
Violation of any of the requirements in this policy by any authorized personnel will result in suitable disciplinary action, up to and including loss of access privileges, civil and criminal prosecution and / or termination.  
Acknowledgement:
I have read the policy and rules above and I will:
· Abide by the Pocomoke City Police Department’s Media Protection Policy.  I understand any violation of this policy may result in discipline up to and including termination. 
· Report any Pocomoke City Police Department CJI security incident to Supervisor and / or LASO as identified in this policy.


Signature: _____________________________________ Date: ____________ 20____

[bookmark: mp1]Questions
Any questions related to this policy may be directed to the Pocomoke City Police Department’s LASO:




34.8.5	Transport of Media Policy and Procedures 

Purpose 

The purpose of this policy is to outline the proper transport of media (physical or electronic) at Pocomoke City Police Department.  These rules are in place to protect sensitive and classified information, employees and Pocomoke City Police Department.  Inappropriate transport of Pocomoke City Police Department and FBI Criminal Justice Information (CJI) and media may put employees, Pocomoke City Police Department and the FBI at risk. 

Scope 

This policy applies to all Pocomoke City Police Department employees, contractors, temporary staff, and other workers at Pocomoke City Police Department, with access to FBI CJIS systems and/or data, sensitive and classified data, and media. This policy applies to all equipment that processes, stores, and/or transmits FBI CJI and classified and sensitive data that is owned or leased by Pocomoke City Police Department. 

Policy 

Controls shall be in place to protect electronic and physical media containing CJI while in transport (physically moved from one location to another) to prevent inadvertent or inappropriate disclosure and use. “Electronic media” means electronic storage media including memory devices and laptops and computers (hard drives) and any removable, transportable digital memory media, such as magnetic tape or disk, backup medium, optical disk, flash drives, external hard drives, or digital memory card.
 
Dissemination to another agency is authorized if:

1.  The other agency is an Authorized Recipient of such information and is being serviced by the accessing agency, or
2. The other agency is performing personnel and appointment functions for criminal justice employment applicants.

The Pocomoke City Police Department personnel shall:

1.  Protect and control electronic and physical media during transport outside of controlled areas.
2. Restrict the pickup, receipt, transfer and delivery of such media to authorized personnel.

The Pocomoke City Police Department personnel will control, protect and secure electronic and physical media during transport from public disclosure by:

1.	Use of privacy statements in electronic and paper documents.
2.	Limiting the collection, disclosure, sharing and use of CJI.
3.	Following the least privilege and role-based rules for allowing access. Limit access to CJI 	to only those people or roles that require access.
4.	Securing hand carried confidential electronic and paper documents by:
	a.	Storing CJI in a locked briefcase or lockbox.
	b.	Only viewing or accessing the CJI electronically or document printouts in a 			physically secure location by authorized personnel.
	c.	For hard copy printouts or CJI documents:
		i.	Package hard copy printouts in such a way as to not have any CJI 				information viewable.
		ii.	That are mailed or shipped, agency must document procedures and only 				release to authorized individuals. DO NOT MARK THE PACKAGE TO 			BE MAILED CONFIDENTIAL. Packages containing CJI material are to 			be sent by method(s) that provide for complete shipment tracking and 				history, and signature confirmation of deliver. (Agency Discretion)
 5.	Not taking CJI home or when traveling unless authorized by Pocomoke City Police 	Department LASO. When disposing confidential documents, use a shredder

Enforcement 

Any employee found to have violated this policy may be subject to disciplinary action, up to and including termination.

Acknowledgement:
I have read the policy and rules above.

Signature:__________________________________	Date:____________20______








	




34.9	Emergency Evacuation Procedures 

POLICY:

It is the policy of this department to provide information and guidelines that will ensure maximum safety and protection for employees and occupants of the police department building and for the safe and orderly evacuation of the building in the event of a fire or other threat requiring such action.

PROCEDURE:

1. Fire

Fire alarms and fire extinguishers are located throughout the building. It shall be the responsibility of each employee with supervisory responsibility to ensure that his employees are familiar with the locations of these items.

A.	Any employee discovering a fire shall immediately:

	(1) activate the nearest fire alarm.
	
	(2) notify Communications of the fire, giving the exact location of the fire if known.
	
	(3) if trained and knowledgeable in the use of available firefighting equipment, attempt to 		extinguish or contain the fire. Employees shall never jeopardize their personal safety attempting 	to extinguish or contain a fire.

B.	Communications shall:

	(1) advise the fire department as to the location of the fire within the building, if known.
	
	(2) make an announcement over the building intercom system that a fire has been reported and 	the location of the fire.

	(a) Employees should be advised to evacuate the building and assemble at the Pocomoke City 	Fire Department parking lot north of the building.

	(b) The announcement should be repeated at least three times in a calm and efficient manner.

	(c) Make Contact with the duty officer.

C.	Communications will notify the shift supervisor to begin evacuation of the holding facility.	
	
	(1) The shift supervisor that evacuates the holding facility shall summon the help of another 	officer to provide prisoner security during the evacuation.
	
	(2) Prisoners shall be moved to the exterior fenced in area to the rear of the building under guard 	of officers. Depending upon the number of prisoners, at least one officer shall guard the prisoners 	while they are being moved. Prisoner Transport vans or patrol vehicles may be used to secure and 	move the prisoners if necessary and feasible. When conditions allow, prisoners may be 	transferred to Worcester County Jail.

D.	Employees who have received training in the use of the department fire extinguishers should take 	an extinguisher from their area and proceed to the area of the fire and attempt to extinguish or 	contain the fire until the arrival of the fire department.

	(1) The firefighting activities shall be directed by the ranking individual at the scene.

	(2) Once the fire department arrives, they shall take control of the scene and all remaining 	department employees shall evacuate the building.

	(3) It shall be the responsibility of the shift supervisor to make a determination as to how long the 	Communications function of the department shall remain staffed. If it is necessary to evacuate the 	Communications area, communications can be conducted from outside the building with a hand 	held police radio or from a patrol vehicle at the department.

	(4) Another officer will escort any visitors safely out of the building and to the Pocomoke City 	Fire Department parking lot.

2. Severe Weather

   A.	Communications will receive information via NLETS or from local Emergency Management 	authorities regarding severe weather or the threat of severe weather in this area.

	(1) This information shall be made available to all police duty units by general broadcast.

	(2) When a severe weather watch is issued, Communications shall notify all police duty units by 	general broadcast.

   B. 	When a severe weather watch is upgraded to a severe weather warning, the shift supervisor shall 	make the determination as to whether or not employees in the police building should take cover in 	a protected area. If the decision is made to take cover, this officer shall notify 	Communications to make the appropriate announcement via the intercom system.

   3. Bomb Threats

   A.	Any employee receiving information that an explosive device is in the police building shall         	immediately notify Communications and their immediate supervisor. The supervisor shall then 	notify the highest ranking on duty officer.

   B. 	Communications shall immediately notify the fire department.

    C. 	The shift supervisor shall make a determination as to if and when the building should be 	evacuated. If it is decided to evacuate, this officer shall advise Communications to make the 	announcement via the intercom system.

	(1) Employees should be advised to evacuate the building and assemble on the south side of the 	fleet services building.

	(2) The announcement should be repeated at least three times in a calm and efficient manner.

	(3) The holding facility shall be evacuated in accordance with the procedures outlined above.

    D. 	Employees shall evacuate the building in accordance with the procedures outlined above.


4. Transfer of Emergency Communications

    A.	Should it become necessary to evacuate the entire police building, including Communications 	personnel, Communications will notify Worcester Central of the issue and the 911 calls will be 	handled by Worcester Central until the Pocomoke City Police Department Communications can 	be restored.

    B.	 Fire Suppression Equipment Testing

	The facility's fire suppression equipment shall be inspected monthly and annually by a certified 	technician. This responsibility is that of the Administrative Lieutenant. 


34.10	CJIS Access and Guidelines 
A.	Purpose

The purpose of this order is to establish procedures for operating the Criminal Justice Information Services computer terminal within the guidelines of the Maryland State Police.

This directive is only meant to serve as a supplement to the policies and procedures maintained by CJIS; it does not represent CJIS in its entirety. Individual personnel are required to keep up to date on the requirements through newsletters, training, etc.

B.	Policy
										
The Department has access to local, state, and federal criminal justice information systems through the CJIS computer.

C.	Definitions and Abbreviations		

	1.	Criminal Justice Information Services (CJIS)

	2.	Maryland Electronic Telecommunications Enforcement Resource System 				(METERS)

	3.	Maryland Identification Law Enforcement System (MILES) - Maryland only

	4.	National Crime Information Center (NCIC) - a computerized index of criminal 			justice information available to criminal justice agencies nationwide

D.	Procedures

	1.	General Operating Guidelines (Communications)

		a.	Whenever an Incident Report (IR) indicates that an entry is to be made in 				the CJIS computer system, there are specific guidelines that must be 				followed. Each entry must have a specific entry form (articles, warrants, 				books, missing persons, vehicles, etc.). These forms may be found in a 				binder stored on the bookshelf in the Communications Center. Upon entry 				or clearance in the CJIS system, the proper entry form must be completed 				in full. The criteria for entry are listed on the entry form screen in the 				exact manner as the entry screen.

		b.	When completing any type of entry into the METERS system, it will be 				mandatory that once you have completed filling out the necessary entry 				screen, you must print that screen before you transmit your entry (Click 				the printer icon). Once you have printed this entry screen, then you must 				print each response received back from METERS, i.e. entry confirmations 				from MILES and NCIC. Upon completion of entry, you must then run a 				wanted check to confirm that your entry is valid and located in the system, 			then print the results. All copies of these necessary forms must be attached 			to the initial entry form along with supporting data that was conducted,				received, i.e. driver information, vehicle registration information, criminal 				history, signed case reports, etc.

c.	When you need to enter an out of state driver’s license to a warrant and/or a missing person’s report and that out of state license is either listed as suspended or revoked and no expiration information is available, you still must enter that license into the entry packet. To find the expiration date you must run the “Driver’s History by Name Search [KQ]”. This will bring up the complete driver history associated with that individual and give the expiration date. You cannot make up a date to use as an expiration date, you must have verifiable information, make sure to print the results and attach to the entry packet.

d.	When completing a stolen gun entry, it is mandatory that you also run a “MAFSS Firearms trace/registration [MAFQB]” on the weapon serial # and print the results. If no information is retrieved by serial #, it is then mandated that you run the “MAFSS Firearms registration” program by owner name and numeric identifier and print the results. The results are to be attached to the entry form.

e.	When the METERS form for a criminal history, the “Attention Field” must be entered in the following format: last name, first name (space) rank 

f.	Quarterly you receive a personal copy of the CJIS newsletter. This newsletter will be distributed by the Terminal Agency Coordinator (TAC) that must be signed and returned in acknowledgment of receipt. You are directly responsible for completely reading through this newsletter and keeping yourself updated on the new laws and protocols of the METERS system. This is the only resource that posts new changes to the system. If the information is printed in the Newsletter, then it is considered notification of changes and you are required to alter your protocol to stay in compliance. If it is found that you are not keeping yourself updated and informed, strict penalties may be initiated by both our Department and by CJIS.

g.	When entering stolen tags into the METERS system, it is the officer’s responsibility to make sure that their narrative identically matches that of the communications call notes and that when writing their narrative, it specifically states “stolen tag”, not missing or lost tag. A missing/lost tag does not qualify for entry into CJIS.

h.	When entering the “Date of Theft” (DOT) for an entry, it must match identically to the officer’s date of theft. If the victim can only give a time period for the theft, then it is mandated that you use the first possible date. It is the officer’s responsibility to note the correct date of theft in their narrative.

i.	When entering a warrant and/or missing person, remember that these two files are the most intensive files of the system. They require the most information possible to complete. It is communications responsibility to make sure that whatever information you use, it can be verified. You must enter FBI#, Place of Birth, Skin Type, Alias, DOB, Miscellaneous #s, Fingerprint Classification, etc. Also, see letter “c” above regarding out of state drivers and expiration dates.

j.	Extradition limitations must strictly follow CJIS guidelines. In 2007, an extradition limitation field (EXL) was added to all NCIC wanted person files and a valid assigned code must be inserted; if the field is left blank, it automatically defaults to “Full extradition unless otherwise noted in the MIS field.

k.	When entering a stolen MD tag, it is mandatory to use the correct format if only one tag was stolen since Maryland is a mandated two tag state. If only one tag is stolen, you must enter in the “Misc” field “1tagstl front” or “1tagstl rear”. If both front and rear tags were stolen, you do not need to enter anything in the “MIS” field.

	2.	General operating Guidelines (Sworn Personnel)

a.	When a stolen tag(s) is entered into the METERS system, it is the officer’s responsibility to make sure that their narrative identically matches that of the dispatch call notes and that when writing their narrative, it specifically states “stolen tag”, not missing or lost tag. A missing/lost tag does not qualify for entry into the system. If only one plate was taken, you must specifically state which one.

b.	Stolen property entries “Date of Theft” (DOT) must match identically to the officer’s date of theft. If the victim can only give a time period for the theft, then it is mandated that you use the first possible date. It is the officer’s responsibility to note the correct date of theft in their narrative.

c.	When entering a warrant and/or missing person, remember that these two files are the most intensive files in the system. They require the most information possible to complete. It is dispatch’s responsibility to make sure that whatever information is used, it can be verified. You must enter FBI#, Place of Birth, Skin Type, Alias, DOB, Miscellaneous #s, Fingerprint Classification, etc.

d.	Extradition limitations must strictly follow CJIS guidelines. In 2007, an extradition limitation field (EXL) was added to all NCIC wanted person files and a valid assigned code must be inserted; if the field is left blank, it automatically defaults to “Full extradition unless otherwise noted in the MIS field. The only authority that can authorize our extraditions is the State’s Attorney’s Office. You must have a section in your narrative that relates directly with what type of extradition has been authorized. The warrant cannot be entered without this extradition information and it is the officer’s responsibility to obtain this information.

e.	Supervisors approving these reports are responsible for ensuring that all necessary data required is in the report in its specific, correct format. No reports are to be approved unless all guidelines have been met. Supervisors will be held responsible for approving any report that does not meet audit compliance.

f.	Police reports for NCIC entries must have specific data in their narrative to comply with audit specifications. All information that appears in a NCIC record must be documented in an official police report. The following information is required to be documented in police reports as supporting documentation for entries. These mandatory data fields must be added to your narratives exactly as listed below without exception. These specific fields must be entered in your report in the format listed below, not made a part of your narrative paragraph.

			(1)	Gun Entries

				(a)	Agency Case #
				(b)	Date of Theft
				(c)	Serial # of Gun
				(d)	Gun Make
				(e)	Caliber
				(f)	Gun Model
				(g)	Gun Type (revolver, semiautomatic pistol, double 							barrel shotgun, bolt action rifle, etc.)

			(2)	Vehicle Entries

				(a)	Agency Case #
				(b)	Date of Theft
				(c)	License Plate # (if tag is on vehicle when stolen)
				(d)	License Plate State and Expiration Date
				(e)	Vehicle Identification Number (VIN)
				(f)	Vehicle Year
				(g)	Vehicle Make
				(h)	Vehicle Model
				(i)	Vehicle Style (4-door sedan, convertible, pickup truck, 						SUV, motorcycle, etc.)

			(3)	Boat Entries

				(a)	Agency Case #
				(b)	Date of Theft

			(4)	Vehicle/Boat Part Entries

				(a)	Agency Case #
				(b)	Date of Theft
				(c)	Brand Name
				(d)	Category (VIN plate, fender, outboard motor, etc.)
				(e)	Serial # or Owner Applied #
				(f)	Year of Manufacture

			(5)	License Plate Entries

				(a)	Agency Case #
				(b)	Date of Theft
				(c)	License Plate #
				(d)	License Plate State
				(e)	License Plate Expiration: Month and Year
				(f)	Both Tags? Front Tag? Rear Tag?

			(6)	Missing Persons Entries

				(a)	Agency Case #
				(b)	Date of Last Contact
				(c)	Circumstances (abducted?)
				(d)	Caution or Medical Conditions
				(e)	Full Name
				(f)	Sex and Race
				(g)	Height and Weight
				(h)	Hair and Eye Color
				(i)	Skin Tone
				(j)	Date of Birth and Social Security #
				(k)	Place of Birth
				(l)	Scars, Marks, and Tattoos(m)	Driver’s License # with State 						and Year Expiration Date
				(n)	Full description (glasses, jewelry, clothing, etc.)
				(o)	Vehicle Data (VIN#, Make, Model, Style, Color, Year - 						this is only needed if you know that the victim is with the 						vehicle)
				(p)	License Plate Data (Plate #, State, Year, License Type)

			(7)	Warrant Entries

				(a)	Case #
				(b)	Date of Warrant
				(c)	Warrant #
				(d)	Offense
				(e)	Caution or Medical Conditions
				(f)	Warrant Type (non-extraditable misdemeanor or felony or 						extraditable misdemeanor or felony)
				(g)	Extradition Limitations (per State’s Attorney’s Office and 						Extradition Limitation Codes)
				(h)	Full Name
				(i)	Full Address
				(j)	Sex and Race
				(k)	Height and Weight
				(l)	Hair and Eye Color
				(m)	Skin Tone 
				(n)	Date of Birth and Social Security #
				(o)	Place of Birth 
				(p)	Scars, Marks, and Tattoos(q)	Driver’s License with State 						and Year Expiration Date
				(r)	Full Description (glasses, jewelry, clothing, etc.)(s)							Vehicle Data (VIN #, Make, Model, Style, Color, Year - 						this is only needed if you know that victim is with that 						vehicle)
				(t)	License Plate Data (Plate #, State, Year, License Type)

	B.	Certification Maintenance

		1.	All Personnel

a.	It is the responsibility of each and every employee to maintain their CJIS certifications. Should an employee be due for re-certification, it is their responsibility to sign up for the necessary class via the main CJIS computer.

b.	Failure to sign-in as required or to register for mandatory re-certification classes which results in the loss of the CJIS account could constitute disciplinary action. 
		
34.11	Warrant Entry Procedures
	1.	Run an inquiry on the individual named in the warrant.  If your agency already has a 			warrant entered for the same individual, the warrant for the most serious offense should                      		be entered.  Also place a “Y” in the Additional Offense Field (ADO) of the entry which 			will indicate that multiple warrants exist on the individual by your agency.  Enter 			information for the less serious warrants your agency holds in the Miscellaneous Field of 			the entry.  For example, MISC/ALSO OFF/5499 DOW/ 12012012.
	2.	Run a Maryland Indent-Index inquiry on the subject.  This is Maryland criminal history 			identification information obtained via the MILES Legacy/HOD/Solve computer system 			(Do not use the METERS “IQ” function to obtain this information because the 			response may contain incomplete information).  The information in the response may 			provide additional information that may be added to your entry.  If a positive response is 			received, also run a rap sheet on the subject in order to obtain criminal history 				information to be used for determining the appropriate use of caution indicators, etc.  			NOTE:  The use of criminal history information for METERS/NCIC entries is 			allowed only if you can verify two (2) numerical identifiers from the source 				document, in-house records, or driving records that match the information 				contained in the criminal history.  These numerical identifiers do not include the 			numbers in the address, height, or weight.
	3.	If the Maryland criminal history shows a DOC number, run the subject through the 			“OBSG” function by utilizing the DOC number.  If it is determined that the subject is 			currently incarcerated, a detainer should be filed with the appropriate correctional 			institution.  NOTE:  This function may be used as an investigative tool only.  The 			information obtained from this function may not be used in an entry.
	4.	Run a NCIC “QH” Interstate Identification Index) inquiry.  The information in the 			response may provide additional information that may be added to your entry.  If a 			positive response is received indicating a FBI number, run a NCIC “QR” inquiry in order 			to obtain nationwide criminal history information to be used for obtaining additional 			information that may be entered and for determining the appropriate use of caution 			indicators, etc.  NOTE:  The use of criminal history information for METERS/NCIC 			entries is allowed only if you can verify two (2) numerical identifiers from the source 		document, in-house records, or driving records that match the information 				contained in the criminal history.  These numerical identifiers do not include the 			numbers in the address, height, or weight.
	5.	Run a NLETS criminal history identification record utilizing the “IQ” function through 			the states surrounding Maryland (VA, DC, WV, PA, DE) and any other state which may 			be associated with the subject.  This may include, but is not limited to, the state of 			residence, state of birth, state in which social security number was issued, state in which 			vehicle is registered, etc.  If a positive response is received from any state, run an inquiry 			through that state utilizing the “FQ” function in order to obtain full criminal history 			information.  This is to be used for obtaining additional information to be entered and for 			determining the appropriate use of caution indicators, etc.  NOTE:  The use of criminal 			history information for METERS/NCIC entries is allowed only if you can verify two 		(2) numerical identifiers from the source document, in-house records, or driving 			records that match the information contained in the criminal history.  These 			numerical identifiers do not include the numbers in the address, height, or weight.
	6.	Run a driver’s license inquiry using the OLN shown on the warrant (if applicable).  			Driver inquiries should also be run by name and date of birth through Maryland, through 			the states surrounding Maryland (VA, DC, WV, PA, DE), and through any other state in 			which the subject may be licensed.  This may include, but is not limited to, the state of 			residence, state of birth, state in which social security number was issued, state in which 			vehicle is registered, etc.  If a positive response is received from any state other than 			Maryland, run a NLETS “KQ” driver history inquiry through that state and check the 			response for additional information that may be entered, such as alias names and license 			expiration years, etc.  NOTE:  The Maryland MVA browse function may be used as 			an investigative tool only.  Due to the possibility of incorrect information being 			developed by using this function, it may only be used as documentation for entry 			information if the information accessed matches the identification information 			obtained from the source document.  Matching information includes full name and 			date of birth as it appears in the MVA driving record or soundex number.  If a full 			name and date of birth or soundex number are obtained by another means of 			investigation, such as criminal history record information (that can be used in an 			entry) or in-house records, the MVA information may be utilized.
	7.	Run the subject through Parole and Probation utilizing the “OBII” function using the 			MILES Legacy/HODS/Solve computer system.  If there is an active case for the subject, 			notify Parole and Probation that the warrant exists utilizing the “PAR” function on the 			Miles Legacy/HOD/Solve computer system or the “PARRO” function on METERS.			NOTE:  This function may be used as an investigative tool only.  The information 			obtained from this function may not be used in an entry.
	8.	Enter the warrant into METERS (and NCIC if the warrant is a Type 3 or Type 4).  If the 			warrant is entered into METERS and NCIC, any geographic limitations concerning 			extradition must be included in the Extradition Limitation Field (EXL) of the entry.  Print 		a copy of the original entry screen and a copy of the METERS and NCIC responses 			which verify that the entry was successfully made.
	9.	Enter any additional alias names, operator license numbers, social security numbers, 			dates of birth, miscellaneous numbers, and scar/mark/tattoo codes to the entry.
           10.	Run another inquiry on the subject after the entry process has been completed.  Attach a 			copy of the original warrant entry screen and a copy of the METERS/NCIC responses 			which verify that the entry was successfully made.  Also attach a copy of the final inquiry 		which includes all supplemental information that has been entered into the warrant for 			inclusion in the case file.
          11.	After the entry is made, a quality control check will be conducted by another qualified 			operator as soon as possible after the entry is made.  The quality control check must be 			clearly documented in the case file and must include the name/initials of the operator 			performing the check and the date it was performed.
Warrants Extradition Limitation (EXL) Field Codes
In a record response, the translation field will include the code with the literal translation.
FELY:  Felony Warrants
Code				Translation
01				1- Full Extradition
02				2- Limited Extradition. See MIS Field
03				3- Extradition- Surrounding States Only
04				4- No Extradition – Instate pick-up only.  See MIS Field for limits
05				5- Extradition Arrangements pending. See MIS Field
06				6- Pending Extradition Determination

MISD: Misdemeanor Warrants
Code				Translation
A				A- Full Extradition
B				B- Limited Extradition. See MIS Field
C				C- Extradition- Surrounding States Only
D				D- No Extradition- Instate pick-up only.  See MIS Field for limits
E				E- Extradition Arrangements Pending. See MIS Field
F				F- Pending Extradition Determination



[bookmark: _GoBack]
Page 1 | 1
Chapter 34	Revised 3/16/2022
