
The directives in this chapter relate to record functions that are basic to meeting the management, operation, and information needs of the agency. An objective of this directive is to provide the members of the Pocomoke City Police Department with a comprehensive method for completing a Case File Folder.

Having written police reports and written documentation concerning police activities is essential in meeting the management, operational, and informational needs of the Pocomoke City Police Department. All employees of the Pocomoke City Police Department must be aware of and properly complete all required reports and paperwork as prescribed.


31.1	ADMINISTRATION

31.1.1	RETENTION, PRIVACY, SECURITY AND DISSEMINATION

1.	The State of Maryland and the Department of Criminal Justice Information Services 		have adopted, both statutory law and rules and regulations which govern the 			security, privacy and dissemination of adult and juvenile arrest record information.  		These laws, rules, and regulations also pertain to the physical area where record 			information is collected, processed and stored. The Pocomoke City Police 			Department will, at all times, comply with these laws, rules, and regulations. It is 		imperative that all personnel, especially those assigned to the Record's Component, 		understand and comply with these codes, rules, and regulations.

2.   	Definitions:

a.	"Criminal Justice Agency" means a court or any other governmental agency or subunit which as its principal function performs the administration of criminal justice and any other agency or subunit of which performs criminal justice activities.

b.	"Central Records" means that repository in this State, operated by the Maryland State Police, which receives, identifies and maintains individual criminal history records from criminal justice agencies throughout the state.
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c.	"Criminal History Records Information" means records and data collected by criminal justice agencies on adult and individuals consisting of identifiable descriptions and notations of arrests, detentions, indictments, information, or other formal charges, and any disposition arising therefrom.  The term shall NOT include juvenile record information, criminal justice intelligence information, criminal justice investigative information, or correctional status information.

d.	"Conviction Data" means information in the custody of any criminal justice agency relating to a judgment of conviction, and the consequences arising therefrom, in any court.

e.	"Dissemination" means any transfer of information, whether orally, in writing, or by electronic means.  The term does not include access to the information by officers or employees of a criminal justice agency maintaining the information who have both a need and right to the information.

f.	"Expunge" means removal of specific criminal history information, as defined by a court order from public inspection or access.

g.	"Public Service Company" shall include gas, pipeline, electric light, heat, power and water supply companies, sewer companies, telephone companies, telegraph companies, and all persons authorized to transport passengers or property as a common carrier and shall exclude all municipal corporations, other political subdivisions, and public institutions owned or controlled by the State.

h.	"Purge" means removal by a court order from public inspection or access.

i.	"Seal" means to physically secure to prevent inspection, except where specified by court order.

j.	"Criminal History Record Information Area" means any area in which criminal history record information is collected, stored, processed, or disseminated.

3.   	Responsibilities:

a.	Persons authorized to release Criminal History Record Information (Chief, Command Staff, CID, Squad Supervisors and PCO's) shall be responsible for completing a Criminal History Log (PCPD #319), whenever any such information is disseminated to any person.
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b.	Supervisors shall ensure that security measures are followed to provide maximum security of criminal history record information. Unauthorized persons will not be allowed to enter areas where such information is stored, collected, or processed.

c.   	The Captain and Administrative Lieutenant shall ensure that:

                   (1)	Criminal History Record inquiries are processed in 						accordance with state laws and rules and regulations; and

                   (2)	Dissemination Record file is maintained and updated.



4.	Juveniles

a.	Juvenile arrest records are separated from adult criminal records; collected, disseminated, retained, and disposed of in accordance with state law.  

b.	Fingerprints and photographs may be taken of a juvenile regardless of age in those cases where an adult would have been fingerprinted and photographed.

c.	Other physical samples may be taken from a juvenile for identification purposes only after the officer has conferred with the State's Attorney for advice and assistance as to the legalities and proper procedure for obtaining such samples. Samples felt necessary might include, but are not limited to: hair, blood, urine, nails, breath, stomach contents, handwriting, etc.

d.	Maryland State law requires that all law enforcement agencies take special precautions to ensure that law enforcement records concerning a child are protected against disclosure to any unauthorized person.

e.	Police Officers may release, upon request to one another and to other local state or federal law enforcement officers, current information on juvenile arrests, limited to name, address, physical description, date of arrest, and charge for which the arrest was made. Such information may only be used for current investigation and not for creation of new individual files or records.

f.	Juveniles reaching adulthood will be charged as adults and their juvenile file is closed and remains as a closed, confidential file in juvenile records.


g.	Expungement - the Administrative Assistant may perform an expungement when ordered by the court system via a Final Order.

5.   	Security:

a.	Access to the Department's Records section where criminal history record information is collected, stored, processed, and disseminated shall be limited to authorized persons to include:

(1) Records Clerk;

(2) CID;

(3) Command Staff; and

(4) Chief of Police.

b.	Whenever the records section is left unattended, the door shall be locked, regardless of the brevity of the unattended period.

c.	In the event our MILES terminal (with Criminal History Record Information (CHRI) inquiry capability) has to be left unattended, a message must be sent to State Police Headquarters requesting that the terminal be rendered inoperative for that period of time.

d.	All information stored on Hard Drives, DASD, Diskettes, etc . . ., which are owned by the Pocomoke City Police Department is to be considered confidential. Information stored on these devices is the property of the Pocomoke City Police Department and will only be released in accordance to the Department's Written Policies. All data may be accessed or inspected by the Chief of Police or the Captain.

All devices and terminals which are not owned by the Pocomoke City Police Department, yet are attached or interfaced with Pocomoke City Police Department's equipment will follow this Security Policy:


(1)	All data is assumed confidential and information received from computer files which are owned, controlled or managed by POCOMOKE CITY POLICE DEPARTMENT will not be released to anyone who is outside POCOMOKE CITY POLICE DEPARTMENT's Written Policies scope of receiving this information.

(2)	No one will use or attempt to use the user ID and password of another person. This is a violation of Maryland State Law.

(3)	No one will intentionally and/or willfully access (or attempt to) information which they are not allowed to access.

(4)	No one may intentionally, willfully, or without authorization identify or attempt to identify any valid access code or distribute any valid access to anyone except for individuals who are assigned this code.

(5)	Anyone that is not employed by the Pocomoke City Police Department will not operate any of the computers, devices, terminals, etc., as listed above.  Exceptions to this rule will be individuals authorized by this department to operate the above listed equipment and agrees to adhere to this policy. EX. IT personnel. Authorization to non - Pocomoke City Police Department Employees can only be granted by the Chief of Police or Captain.  It is the responsibility of anyone who has signed this policy to report violations.

(6)	No one will willfully and/or intentionally allow someone who is not authorized, access to any hardware or software which falls under this policy. No one will remove data from the Pocomoke City Police Department, unless authorized by departmental policy or with permission of the Chief of Police.

6.   	Retention of Arrest Information:

Adult arrest records are retained on a permanent basis or until confirmation of the 		death of the arrestee, unless otherwise ordered by the court.
Juvenile arrest records are retained and disposed of in accordance with state law.

31.1.2	RECORDS RETENTION SCHEDULE

The Pocomoke City Police Department utilizes the following preprinted report formats and 	the following retention periods for field operation reporting.  Reports will be destroyed at 	the end of the retention period.


1.   	Criminal reports which will be kept for 10 years.

2.	Supplement reports are to be filed with the associated offense/incident report and will be kept for 10 years.

3.   	ACRS reports will be kept until purged by MSP.

4.	Arrest reports will be kept permanently and filed along with the charging document.

5.   	Civil, Juvenile, and criminal citations will be kept for 5 years.

6.   	Emergency petition forms will be kept for 1 year along with associated incident reports.

7.   	Property/evidence reports will be kept for 5 years.

8.  	Handwritten motor vehicle warnings will be kept for one year; E-tix will be kept until purged by E-tix MSP.

9.  	All other record forms will be kept for 5 years.

      10.	Case folder sign out sheets will be maintained and kept for a minimum of 3 years.

      11.	Advantech, City Wide and Departmental cameras store for 60 days.

      12.	Interview Room camera stores for 60 days.

[bookmark: _GoBack]      13.     Personnel files will be retained for 15 years.

      31.1.3	UNIFORM CRIME REPORTING

1.	The Pocomoke City Police Department is an active participant in the National Uniform Crime Reporting Program.

2.	Crime data is collected and reports are prepared and submitted on standard report forms as specified in the UCR manual.

3.	Final reports are mailed to State Police Headquarters, Pikesville (UCR state repository) and must be received in Pikesville by the 7th of each month.

31.1.4	RECORDS FUNCTION/ACCESSIBILITY


1.	The Records function of the Pocomoke City Police Department, under the supervision of the Captain and Command Staff, serves as the agency's central records repository. The Records Clerk will normally handle all requests directed to the Records section.  

2.	Central records information is accessible by both physical availability or technology to operations personnel at all times.

31.1.5	STATUS REPORT SYSTEM

The original of all reports along with follow‑up reports under the original complaint 	number will be maintained in the Pocomoke City Police Department Records section.

Once a Report has been assigned to an officer for follow‑up investigation, all additional 	information will be documented via Supplement Report(s).

31.1.6	ANNUAL AUDIT, CENTRAL RECORDS COMPUTER SYSTEM, FOR VERIFICATION OF ALL PASSWORDS, ACCESS CODES, OR ACCESS VIOLATIONS 

Authorized employees are issued a user name (access code) and a password to access the 	department's computer network.

The authorized employees will be required to sign and abide by the department's Computer 	Security and Access Application which lists the department's security policy.

The Administrative Lieutenant will conduct an annual password audit. If any violations are 	detected, measures will immediately be made to maintain the integrity of the system.


31.1.7	POLICY FOR THE INTRODUCTION OF OUTSIDE COMPUTER SOFTWARE AND DISKS INTO THE COMPUTER SYSTEMS OR WORKSTATIONS 

All disks or software shall be inspected for virus infection prior to introduction into the 	department computer system, laptops, or stand-alone computers (work stations).  All 	programs used by the department are properly licensed to the Pocomoke City Police 	Department.

Only approved software and data disks will be introduced into departmental computer 	systems. Approval is granted at the discretion of the Command Staff. The

Administrative Lieutenant functions as the Departments IT coordinator and is 				authorized by the Chief of Police, in his absence the Captain, to introduce and manipulate 
software as needed. The Administrative Lieutenant is the contact point over all 
       departmental issued computers and electronics, except tasers. Live scan, desk top computers,
       lap top computers, cameras, RMS, Delta Plus, NCIC, MILES, Windows, or anything 
       relative to these areas will be under the supervision and command of the Administrative 
       Lieutenant.  

31.1.8	PROCEDURES FOR CENTRAL RECORDS COMPUTER FILES, BACK-UP, AND STORAGE 

The police department central records computer is on an automatic instantaneous and 		continual back-up system which encrypts the information and stores it for retrieval on site. Should a failure occur in the central records server, all information stored is retrieved through an encryption code which is stored by the records manager in a locked secure area accessible only by administrative personnel.

31.1.9	SECURITY PROTOCOL FOR ACCESS AND RELEASE OF CRIMINAL HISTORY RECORDS 

Employees authorized for access and release of criminal history records are NCIC certified 	by the State of Maryland based upon the successful completion of training by the Maryland 	State Police. An employee's level of certification (security) is based upon his/her position 	and area of responsibility. The training received is tailored to meet the employees level 	of security.  

Employees authorized to release criminal history checks do so in conformance with 	applicable state and federal law(s).  Records disseminated are documented by log entry 	which is maintained in the Communications Center.

Violations are monitored by the State of Maryland and an audit of the department's record 	system is made by the State of Maryland on an annual basis.
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31.1.10	FIELD REPORTING AND MANAGEMENT

	FIELD REPORTING SYSTEM

1.   	Complaint/Service

a.  	Normally a complaint/service entry will be first, and in some cases, only record of police action taken.

b.	Requirements for entries by Communications, include, at a minimum:

	(1)  	Date and time of initial report of incident/activity;

	(2)    Name/address/phone number of citizens requesting service,                	victim or complainant;

                    (3)    Nature of incident; and 

                    (4)    Nature, date, and time of action taken by officer.               

2.	In lieu of making a complete incident report, the following system will be utilized:

a.	When a call for service is received, communication personnel will record the time the call was received, the time of arrival on the scene; and the time of return to service. This information will be entered in the departmental computer system.


b.	On occasions, a miscellaneous incident may necessitate a complete incident report. This will be necessary when the action taken cannot be adequately explained as outlined above or for other reasons, such as, keeping statistics or records. Whenever a memorandum is issued requiring incident reports for specific incidents, an incident report will be completed, until the order requiring the report is rescinded. Whenever an officer is in doubt, an incident report will be completed and the supervisor will make the decision as to whether or not the report is necessary.

3.   	Report Preparation:  

Normally, reports will be computer generated.  In emergency situations, power failure, etc., all entries on the reports shall be legibly written, unless printing is preferred. 

4.   	Case Report        

a.	The Offense Report has been designed to accomplish the following:

(1)	To provide a means whereby officers can conduct and record a preliminary investigation of a criminal offense;

(2)	To provide complete and accurate information for follow‑up investigation and prosecution;

(3)	To provide the officer and commanders with certain decision‑making information which will measure follow‑up investigative needs;

(4)	To improve control of the report flow process within the department thereby improving report access and statistical recording while reducing the need to type or reproduce offense reports; and 

(5)	To aid the Patrol Lieutenant in the collection of data relating to crime types, patterns, suspect information, etc.

b.	The Case Report may be scrutinized by sworn police supervisors and/or members of Command Staff administrative personnel. The following characteristics should be developed.

                   (1)  	Take pride in writing good reports;

                   (2)  	Survey the facts before you begin writing;

                   (3)  	Be a stickler for accuracy and details; and

(5) Use the dictionary when you are not sure of the correct spelling                                                  of a word.

(6) Utilize the seven fundamentals of basic report writing (Who, What, When, Where, Why, How, and always include the action taken by you the reporting officer. 


c.  	Guard against the following common errors in report writing:

                   (1)    Incorrect spelling;

                   (2)    Bad grammar and punctuation;

                   (3)    Mistakes in addresses and telephone numbers;

                   (4)    Failure to fully identify witnesses;

                   (5)    Exaggerated value of property;

                   (6)    Incorrect offense classification; and

                   (7)    Incompleteness.

5.   	Supplemental Report        

      a.    The Supplemental Report has been designed to accomplish the following: 	

            (1)	To provide a means of adding investigative information to a   	preliminary report;

     (2)	To provide a means of recording follow‑up investigative data in 	an ongoing investigation; and

            (3) 	To record data concerning an offense incident not releasable 			to the news media.

6.	Case File Trial Report - Disposition

After court, the charging officer must return the entire folder to the Records Clerk 		along with the completed "Case File‑Trial Report"; the officer will also sign the 			folder in by completing the appropriate columns on the "Case File Records" sign out 		sheet.

a.   	For recording purposes, "Sentence" means the following:

(1)   	The verdict;

(2)   	The length of sentence; and 

(3)   	The amount of fine. 


The Records Clerk will file the Case File Folder in numerical sequence 			       according to Open/Close status indicated on "Case File Records. If PSI Column 		is checked, Case File Folder will remain in the Open file.  

After the first of January annually, the Criminal Case Folders closed prior to the 			year just completed, are removed from the file cabinets and placed into storage 			areas. Case file folders are filed by incident number.

7.   	Pocomoke City Police Department Forms

Refer to the Pocomoke City Police Department Master Form List in the Shares 			Folder.


31.1.11	INCIDENT REPORTING SYSTEM

Reporting: Written police records, on appropriate forms and/or computer entries, are 	required in all of the following:

      1.   Citizen Complaints;

      2.   Citizen reports of crime;

      3.   Follow‑up investigations;

      4.   Incidents involving arrests, citations, or summons;

      5.   All situations where an officer is dispatched or assigned;

      6.   All situations where an officer is assigned to take action at a later time; and

      7.   Criminal and noncriminal cases initiated by officers.

31.1.12	CASE NUMBERING SYSTEM

1.   	All offense/incident reports initiated by the department will be assigned a complaint number by requesting the next available number from Communications.

2.   	The report numbering system utilized by the Pocomoke City Police Department ensures that no two cases will be assigned identical numbers.


31.1.13	SUPERVISORY REVIEW OF REPORT

The Patrol Supervisor on duty will be directly responsible for ensuring that specific 	procedures are being followed, and; 

1.  	Check all Case Reports, and Incident Reports for accuracy, completeness and content;

2.	Take necessary action to ensure inaccurate or incomplete reports are corrected               	in a timely manner;	

4.	Ensure that all crimes reported contain the necessary elements specified by 	the Annotated Code of Maryland; and	

[bookmark: _Hlk89941680]5.	The Patrol Lieutenant will conduct a final review and approval. For criminal case
       reports, the Patrol Lieutenant will be responsible for ensuring all reports are faxed 
       or emailed to the State’s Attorney Office, DJS, DSS, CBI, etc… 


31.1.14	DISTRIBUTION OF REPORTS AND RECORDS

1.	Case Reports are vital documents to the citizens as well as the Police                            	 	Department. The documents describe the occurrences, permit assignments for                       	 	investigation and serve a variety of other purposes.  The flow of the case                                		reports to their proper destinations should be smooth and properly handled.                             		Distribution of all reports is a Command responsibility.

It shall be the policy of the Pocomoke City Police Department that whenever a person is charged by a member of this Department a Case File Folder will be completed.

      As stated above, The Patrol Lieutenant will conduct a final review and approval   
       for criminal case reports and traffic reports involving must appear offenses. The 
       Patrol Lieutenant will be responsible for ensuring all necessary 
       reports are faxed or emailed to the State’s Attorney Office, DJS, DSS, CBI, etc… 
One the case report has been forwarded to the appropriate department; the case report will be forwarded to Records for filing. 


1.	Copies of traffic accident reports are not released to those involved on scene by the officer, unless it is an accident exchange form. Once an ACRS Report has been approved by the on-duty supervisor, then has been approved by the Patrol Lieutenant, parties involved and/or insurance companies may obtain a copy of the report. No reports will be released from the Police Department without prior approval from a member of Command Staff.

31.1.15 RECORDS

	INDEX FILES

1.   	The department maintains an alphabetical name index in its computer system. 

2.	The records component maintains a master name index that serves as a cross reference to reports in which a person has been named. 

3.	Names listed in the master name index file include victims, complainants, suspects, witnesses, arrested persons, persons issued traffic citations, and Field Interview Reports, etc.


4.	The departmental computer system maintains records to include, but not limited to the following:

	service calls and crimes by type;
	service calls and crimes by location; and
	stolen, found, recovered and evidentiary property files.


31.1.16	PREPARATION/PROCESSING/MAINTENANCE OF TRAFFIC CITATIONS, ARREST/ SUPPLEMENTAL REPORTS

	1.	The E-tix citation will be completed for all violations of traffic laws charged        	by members of the Department. The E-tix citation:

a.	Provides a uniform method of submitting information to the courts;

b.	Provides an orderly method of collecting and compiling statistical information concerning this department’s enforcement activities; and

c.	Serves as a record for the officer concerning arrests made.

31.1.17	E-TIX CITATIONS

	Pocomoke City Police Department has entered into an agreement with the
	Maryland State Police and the Maryland District Court to participate in the E-tix
	Program.  The program enables officers to issue citations, warnings and Safety
	Equipment Repair Orders for violations of Maryland Traffic Law via an electronic
	system managed by the Maryland State Police.

	Definitions:

	A.	E-TIX Scanner: Piece of equipment used to scan the printed bar code on a driver’s 	license and/or registration card.

	B.	Thermal Printer: Mobile printer which uses thermal paper to print the operator’s 	copy of an ECitation, EWarning or ESafety Equipment Repair Order.

	C.	E-TIX Administrator: Administrative Lieutenant.

	D.	E-TIX: Electronic Traffic Information Exchange.

	Hardware:

	The hardware used in conjunction with the E-TIX software is called a “Slick
	Ticket” and consists of an over-the seat style carrier.  This carrier has an
	integrated optical scanner and a thermal printer. The unit requires D/C
	connection for power and one USB computer connection.

	The “Slick Ticket” is the only hardware authorized to be used with E-TIX.  It may
	not be disassembled or altered in any way.  The paper used with these units
	meets with strict specifications set by the District Court of Maryland.  Therefore,
	only thermal paper issued by the agency will be used.

	
E-Tix Use:

A.	The E-TIX system enables the user to issue traffic citations, warnings and Safety Equipment Repair Orders. A signature from the violator is not required when issuing a citation using E-TIX.

B.	Officers are required to fill out all mandatory fields before issuing citations. The software will provide a prompt for you to indicate whether the violation contributed to an accident. It will also ask if the stop is a “reportable stop” referring to the data required to be reported for racial profiling reporting.

C.	When issuing any Must Appear citation(s), the officers will print out the Must Appear and all associated citations and a copy is to be turned in prior to the end of their tour of duty.  The copy will be mailed to the District Court for Worcester County by records staff.

D.	When the officer closes out the Delta Plus program at the end of their shift they will ensure when prompted to check the appropriate box reference a search being conducted for each non radar/laser stop. In completing this step, it will capture your Traffic Stop Data.

E.	If an officer has cause to believe a license needs to be re-examined, he/she will complete a MVA eReferral Entry within the Delta Plus program.  While logged into the Delta Plus program, the officer will locate the MVA eReferral Entry by clicking the “Reporting” box next to the “E-TIX” box.  The officer will then click on the third tab from the left labeled “Data Entry”, after which he/she will click on the “MVA Driver Re-Examination” box.  After clicking on the “MVA Driver Re-Examination” box, the electronic MVA eReferral Entry page will open.  The officer will check all appropriate boxes for Indicators on the right half of the page and be as detailed as possible within the Summary section.  When the officer has completed the entire page, he/she will click on the “Submit eReferral” box which sends the referral to the Motor Vehicle Administration electronically.  An officer can also access and complete a MVA eReferral while completing a State of Maryland Automated Crash Reporting System (ACRS) electronic accident report within the E-TIX section of the Delta Plus program.

F.	If an officer has not yet received training in the E-TIX system, he/she will complete the Reportable Stop Data Entry.  While logged into the Delta Plus program, the officer will locate the Reportable Stop Data Entry by clicking the “Reporting” box next to the “E-TIX” box.  The officer will then click on the third tab from the left labeled “Data Entry”, after which he/she will click on the “Traffic Stop Data Collection” box.  After clicking on the “Traffic Stop Data Collection” box, the electronic Reportable Stop Data Entry page opens.  When the officer has completed the entire page, he/she will click the “Submit” box on the bottom right of the page, which sends the entry to the Maryland State Police electronically.

	Training

A.	Only those personnel who have attended a three-hour training program presented by the Maryland State Police are authorized to utilize E-TIX equipment.  Upon completion of the training, the officer must issue fifty traffic warnings utilizing the E-TIX equipment before they will be authorized to issue traffic citations.

B.	Upon completion of training and issuance of the fifty (50) warnings, the officer will contact the Administrative Lieutenant. The Administrative Lieutenant will arrange to have the employee authorized to issue citations.  

	Maryland Uniform Complaint and Citation Books

A.	All officers will utilize the E-tix program.  In case of problems arising with the E-tix program the use of handwritten Maryland Uniform Complaint and Citation Books will be provided to the officers by the appropriate supervisor. 
B.	A Sworn Police Supervisor will issue/manage all Maryland Uniform Complaint and Citation Books as well as follow all of the proper protocol relating to these citations.

C.	Officers using Maryland Uniform Complaint and Citation Books will complete these citations correctly and will follow all the proper protocol relating to these citations.

D.	When issuing handwritten Maryland Uniform Complaint Citations (Traffic Citations) the officer will also be required to manually fill out the racial profiling form as well.

31.1.18	RECORDS REPOSITORY

1.	A central repository of records is securely maintained in the Records Section to 			include:

	a.   	Case reports;

             b.   	Arrest reports;

             c.   	Traffic accident reports;

             d.   	Adult arrest records;

             e.   	Juvenile arrest records (kept separate from adults);

f.	Traffic summons;

             g.   	Other administrative files as directed by the Chief of Police.


2.	Case files are maintained by CID and patrol officers in accordance with this Directive then submitted to Records Manager following case closure.

31.1.19	RECORDING ARREST INFORMATION

1.   	Fingerprinting/Photographing

      2.     Live Scan/Fingerprint Cards

		The primary process to obtain fingerprints from a person is through the Live Scan 		Fingerprints machine. If an issue arises with this system, contact your immediate  
             supervisor for further instructions. Ink Cards are no longer accepted.

	3.   	Photographs

All persons arrested will be photographed at the time of arrest using the 		 
computer-based imaging system and the Live Scan System.  


	4.   	Fingerprinting and Photographing Intoxicated Subjects

If an arrestee is too intoxicated or uncooperative to fingerprint and photograph, it 		will be the responsibility of the arresting officer to notify their immediate   
supervisor and the supervisor of the oncoming shift.  The arrestee will be placed 
in a temporary detention cell at the department, until the arrestee is able to be 
photographed and fingerprinted. A supervisor will ensure periodic checks are made 
at the hold cell to ensure safety of the arrestee and determine when the arrestee can 
be printed.  

31.1.20	WARRANT/WANTED PERSONS FILE

1.   	The warrant/wanted persons file consists of components to include:

a.	Document file ‑ warrants, criminal summonses, etc., are filed alphabetically by suspect's last name and recorded on the warrant/criminal summons log maintained in communications;

b.   	Active MILES/NCIC wanted person entry file; and

c.	24-hour access to the warrant section is maintained in communications.

2.	Receipt of warrants and criminal summonses, service attempts, and successful service shall be recorded in the original report or as a follow-up referenced to the original case number.

3.	Wanted persons are normally entered into MILES/NCIC by communications personnel.  Criteria and guidelines as listed in the MILES and NCIC manuals will be followed when making such entries. 

4.	Prior to approving any wanted person entry into the NCIC system, the officer will consult with a State's Attorney in reference to the extradition/transportation of the subject, if located.


5.	MILES/NCIC manual guidelines will also be followed when verifying and canceling wanted person information.

6.	The Pocomoke City Police Department does not enter warrants and wanted persons for other agencies.

31.1.21	USE OF COMPUTERS

	The Pocomoke City Police Department is committed to providing an atmosphere that
	encourages the use of computers and electronic information to support the goals of the
	department.  It is the responsibility of each employee to ensure that this technology is
	used for the proper business purposes and in a manner that does not compromise the
	confidentiality of proprietary, protected, restricted or other sensitive information.

	GENERAL

	A.  All computer equipment, systems, and software owned, maintained or used by the
    	    Pocomoke City Police Department are for official use only.  No employee shall use
    	    or cause to be used any computer system for personal gain or benefit of any sort.

	B.  Software and/or hardware must not be installed, moved, and/or modified on any
          computer system owned, maintained or used by the Pocomoke City Police Department
          without approval from the Administrative Lieutenant.

	C.  The Department reserves the right to monitor its computer systems at its discretion in
    	    the ordinary course of business and to examine any system at any time.

	REGULATIONS

 	A.  The Administrative Lieutenant shall have administrative control of all computers.

	B.  Computer hardware shall not be moved or modified in any way without prior approval
   	    from the Administrative Lieutenant.

	C.  Employees shall not copy software from a Department computer for use on their
    	    personally, owned computers.

	D.  All thumb drives must be scanned by an approved, fully updated anti-virus utility prior
    	    to being introduced to any computer equipment owned by the City of Pocomoke City.

	E.  Software shall not be installed on any computer system without obtaining approval
    	    from the Administrative Lieutenant.

	F.  All products that are created on or added to a computer system are considered to be
    	   owned by the City of Pocomoke City.

	E-MAIL PROCEDURES

	A.  All e-mail correspondence is the property of the City of Pocomoke City.

	B.  Employee e-mail communications are not considered private despite any such
    	    designation either by the sender or the recipient.

	C.  Messages sent to the recipients outside the City Government, if sent over the Internet
    	    and not encrypted, are not secure.

	D.  The Department reserves the right to monitor its e-mail system-including an
    	    employee’s mailbox-at its discretion in the ordinary course of business.  In certain
    	    situations, the Department may be compelled to access and disclose messages sent
    	    over its e-mail system.

	E.  The existence of passwords and message delete functions do not restrict or eliminate
   	    the Department’s ability or right to access electronic communications.

	F.  Employees shall not share an e-mail password, provide e-mail access to an
    	    unauthorized user, or access another user’s e-mail box without authorization.  This
   	    provision does not preclude or prohibit the computer systems administrator from
    	    accessing e-mail boxes as part of the regular monitoring of these communications.

	G.  Employee’s shall not post, display or make easily available any access information,
    	    including, but not limited to, passwords.

	H.  Offensive, demeaning or disruptive messages are prohibited. This includes, but is
    	    not limited to, messages that are inconsistent with the Department’s and the City’s
    	    policies concerning Equal Employment Opportunity and Sexual Harassment.

	SOFTWARE PROCEDURES

	A.  All employees will use all software in accordance with the software license
    	    agreements.

	B.  No employee will make unauthorized copies of any software under any circumstances.
    	    Anyone found copying software is subject to appropriate discipline.

	C.  The department will not tolerate the use of any unauthorized copies of software within
    	    this organization. Any person reproducing unauthorized copies of software can be
   	    subject to civil and criminal penalties including fines and imprisonment. Anyone who
    	    makes, uses or otherwise acquires unauthorized copies of software licensed to the City
   	    or who places or uses unauthorized software on City premises or equipment shall be
    	    appropriately disciplined, which may include termination of employment.

	D.  No employee shall provide copies of software licensed to the City to anyone not
    	    employed by the City of Pocomoke City including clients, customers, and others,
    	    without prior written permission of the Administrative Lieutenant.
 
	E.  No employee shall accept donated software for City use without proper software license
    	    agreements and approval of the Administrative Lieutenant.

	F.  Any employee who believes that there may be a misuse of software within the
    	    Department should notify the Administrative Lieutenant immediately.

	INTERNET PROCEDURES
	A.  Internet messages should be treated as non-confidential.  Anything sent through the
    	    Internet passes through a number of different computer systems, all with different levels
    	    of security.  The confidentiality of messages may be compromised at any point along
    	    the way, unless the messages are encrypted.

	B.  Because postings placed on the Internet may display the Department or the City’s
           address, make certain before posting information on the Internet that the information
   	   reflects the standards and policies of the Department and City. Under no
    	   circumstances shall information of a confidential, sensitive or otherwise proprietary
   	   nature be placed on the Internet. 

	C.  Subscriptions to news groups and mailing lists are permitted when the subscription is
    	    for a work-related purpose.  Any other subscriptions are prohibited.

	D.  Information posted or viewed on the Internet may constitute published material.
    	    Therefore, reproduction of posted information or otherwise available information on the
    	    Internet may be done only by express permission from the author or copyright holder.

	E.  Unless prior approval of the Administrative Lieutenant has been obtained, users may
    	    not establish Internet or other external network connections that could allow
    	    unauthorized persons to gain access to the City’s computer systems or related
    	    information.  These connections include the establishment of hosts with public modem
    	    dial-ins, World Wide Web home pages and File Transfer Protocol (FTP).

	F.  All files downloaded from the Internet must be checked for possible computer viruses.
    	    Before downloading, do not forget to store the downloaded files in a temporary
    	    directory and run a virus check.

	G.  Certain Internet sites contain information that is not appropriate for City use and should
    	    not knowingly be accessed. This material includes, but is not limited to, adult forums,
    	    hate/violence and pornography.

	Any employee who is found in violation of this Departmental Policy shall be subject 
                to disciplinary action, according to the disciplinary matrix.
